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Abstract

The term ‘cyberbulling’ has been used to describe aggressive conducts carried out through informa-
tion and communication technologies (ICT), and can involve picture/video clips, emails, or social net-
work sites, among others.

Cyberbullying in the world of work is a relatively recent and unexplored phenomenon, despite the
pervasive use of ICT in today’'s work environments and arrangements. The paper seeks to start filling
this void, also in response to the newly adopted ILO Violence and Harassment Convention, 2019 (No.
190), and accompanying Recommendation (No. 206), that include in their scope violence and harass-
ment occurring also “through work-related communications, including those enabled by information
and communication technologies”.

This paper examines legal sources around cyberbullying in the world of work; reviews measures adopt-

ed across countries to counter bullying and discusses how they could be used to also address cyber-
bullying. It concludes with preliminary suggestions on possible ways to counter cyberbullying.
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Introduction

The negative implications of bullying on victims are well documented in literature (see, for instance, P.
Smith et al., 2006), and many countries have attempted to address this issue through a wide range of
regulatory instruments. Nonetheless, bullying persists in workplaces, schoolyards, and various other
public and private spaces, and it is now also exacerbated by the use of information and communica-
tion technologies (hereinafter: ICT).

ICT offer potent means for perpetrators to target potential victims. These technologies can involve text
messages, picture/video clips, phone calls, emails, chat-rooms, websites/online fora, social network
sites, etc. (R. Dredge et al., 2014). The term that has been used most often to describe aggressive con-
ducts, including bullying, carried out through ICT is “cyberbullying”. As we highlight in the course of
this study, cyberbullying is a particularly pernicious phenomenon, since it can cause significant nega-
tive consequences on victims with “just a few clicks” (M. Fertik and D. Thompson, 2010, p. 2). Most of
the research on cyberbullying, so far, involves adolescents and educational settings (for instance, P.
Smith, 2016). Fewer studies, instead, have been devoted to cyberbullying in the world of work. The in-
creasing and pervasive use of ICT in modern work environments and arrangements, nonetheless, calls
for much more attention to the implications of cyberbullying in this context.

Notably, the instruments on violence and harassment that have recently been adopted by the ILO pay
heed to these developments. Article 3 of the Violence and Harassment Convention, 2019 (No. 190) un-
derstands violence and harassment’ in the world of work as “occurring in the course of, linked with
or arising out of work" also “(d) through work-related communications, including those enabled by in-
formation and communication technologies;”. The use of ICT to conduct unacceptable behaviour is,
then, included in the scope of the instruments as long as this concerns “work-related communications”.
Moreover, Article 4 mandates to adopt “an inclusive, integrated and gender-responsive approach for
the prevention and elimination of violence and harassment in the world of work”, which should also
“take into account violence and harassment involving third parties, where applicable”.? The instruments,
therefore, arguably cover work-related communication between workers (broadly understood as dis-
cussed below), employers, and third parties.

As we point out in the course of the study, a broad understanding of the “world of work” is essential
to adequately address all instances of cyberbullying, which, by its very nature, can occur anytime and
anywhere. In addition to this broad understanding, Articles 2 and 4 of Convention No. 190 indicate
that all individuals who are involved in a work or professional scenario are potentially addressed by
the instrument. The Convention, therefore, has both a broad spatial and personal scope. It protects
workers and other persons in the world of work, including employees as defined by national law and
practice, as well as persons working irrespective of their contractual status, persons in training, includ-
ing interns and apprentices, workers whose employment has been terminated, volunteers, jobseekers
and job applicants, and individuals exercising the authority, duties or responsibilities of an employer.
Third parties such as clients, customers, service providers, users, patients and members of the pub-
lic should also be taken into account when devising measures to prevent and eliminate violence and
harassment in the world of work.? This study also espouses such a broad understanding and, there-
fore, it also adopts an inclusive view of the potential beneficiaries of measures against cyberbullying.

This means that workers, jobseekers, managers, supervisors, employers and third parties should all be
protected against violence and harassment, including cyberbullying, in the world of work.* As shown in
the appendix, a high number of regulatory provisions concerning bullying and harassment pay regard

I Under the Violence and Harassment Convention, 2019 (No. 190), “the term “violence and harassment” in the world of work
refers to a range of unacceptable behaviours and practices, or threats thereof, whether a single occurrence or repeated,
that aim at, result in, or are likely to result in physical, psychological, sexual or economic harm, and includes gender-based
violence and harassment” (Article 1).

2 Violence and Harassment Convention, 2019 (No. 190), Articles 3 and 4.

3 Violence and Harassment Convention, 2019 (No. 190), Articles 2 and 4; see also Violence and Harassment Recommenda-
tion, 2019 (No. 206), paragraph 8.

4 This has been acknowledged in ILO Report V(2). The report covers the replies and comments on the questionnaire of the
preliminary report on ending violence and harassment in the world of work (Report V(1)). “The Office notes that point 4(e) of
the proposed Conclusions covers cyberbullying as a situation of violence and harassment that might occur through work-re-
lated communications enabled by information and communication technologies.” (ILO, 2018b, pp. 27-28).
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to the implication of these phenomena on “human dignity”. A comparative analysis of national legisla-
tion in this area seems to confirm that harassment, bullying and similar forms of unacceptable behav-
iours can be seen as forms of “human rights violation or abuse”.> As we argue below, this warrants that
protective measures go beyond the traditional boundaries of employment regulation and, in particular,
cover all workers, regardless of their contractual arrangement or employment status. This contribu-
tion thus aims at embracing the world of work in general. Literature and legislation, however, mainly
focus on workers; hence, our analysis sometimes reflects such focus. Nonetheless, the study makes
as many references as possible to employers and third parties and calls for further interdisciplinary
studies to expand research in this area towards a broader personal scope.

The primary aim of this study is to examine legal sources around cyberbullying and other ICT-mediat-
ed aggressive conducts in the world of work. Our entry point was to understand how law-makers take
ICT and its abuses into account when drafting measures against aggressive and unacceptable con-
ducts. When undertaking this study, we realized the paucity of legal provisions concerning cyberbul-
lying around the world as it is a relatively novel phenomenon. Therefore we thought it helpful to con-
duct our research by framing cyberbullying also against the background of legal provisions and case
law that address conducts such as traditional bullying and harassment in the world of work (and their
counterparts in non-English-speaking countries). We followed the same approach when reviewing the
psycho-sociological literature to support our legal analysis. Our main interest was to examine whether
this literature permits to understand how technology can influence and shape the traditional concepts
of bullying and harassment in the world of work, the conducts of the perpetrators and the impact on
victims and societies at large. It is not the aim of this study to be a general reference about these tra-
ditional conducts, let alone psychosocial risks at large. We advance conclusions regarding these con-
ducts only if we see it useful also to address ICT-mediated conducts.

Another word of caution is needed concerning the ILO Convention concerning the elimination of vi-
olence and harassment in the world of work, 2019 (No. 190) and Recommendation concerning the
elimination of violence and harassment in the world of work, 2019 (No. 206). These instruments were
adopted by the International Labour Conference at its 108th session in June 2019 while this study was
being prepared. Hence the reference to some of their provisions, as they were pertinent to the sub-
jects of this study. This study is not aimed at providing a commentary to these newly-adopted ILO in-
struments whose scope is much broader than ICT-based unacceptable conducts.

Before examining national regulations, Chapter 1 engages in an analysis of the concepts of bullying
and cyberbullying. It compares these phenomena to other forms of aggressive behaviours that affect
the world of work to provide a sound descriptive definition of cyberbullying in this context. Chapter 2
explores the incidence of cyberbullying at work, by referring to statistics from different sectors, and
also investigates the implications of cyberbullying on victims and other subjects, including enterprises.
Chapter 3 examines various sources of anti-bullying measures found in different legal systems around
the world. It then focuses on measures that explicitly target cyberbullying or other forms of ICT-ena-
bled aggression. Chapter 4 gives account of several types of measures that have been used by differ-
ent countries to counter bullying. Subsequently, it examines how existing anti-bullying measures can
be used to address cyberbullying practices. Chapter 5 describes the findings of this research and draws
preliminary conclusions about some of the measures that could be considered by law and policymak-
ers, social partners and enterprises to tackle cyberbullying.

The primary focus of this study is therefore cyberbullying in the world of work, although, as observed,
it also deals with other unacceptable behaviours, such as bullying and harassment and other conducts.
As discussed in the box below, the definitions of these conducts, in law and social sciences, can mate-
rially overlap with the notion of cyberbullying. The box provides only some of the definitions that can
describe these conducts. Moreover, the boundaries among them are not watertight - constitutive el-
ements of these definitions can also be found in the definitions of other of these conducts under dif-
ferent sources and terms can also be used interchangeably (L. Sperry, 2009, p. 166). For instance, the
definition of harassment under Alberta (Canada)'s Occupational Health and Safety Act includes “any
single incident or repeated incidents of [...] bullying”.

5 The quoted text is in the Preamble of Convention No. 190.
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» Box 1: Examples of definitions of unacceptable conducts in law and literature

“Violence and harassment” in ILO Convention No. 190

Before examining definitions in legal and psycho-sociological sources, it is useful to recall that under
Article 1 of the Violence and Harassment Convention, 2019 (No. 190), “the term “violence and har-
assment” in the world of work refers to a range of unacceptable behaviours and practices, or threats
thereof, whether a single occurrence or repeated, that aim at, result in, or are likely to result in phys-
ical, psychological, sexual or economic harm, and includes gender-based violence and harassment”.

Harassment

In psychological literature, I. Grazina and J. Magalhdes, (2012, p. 14) indicate: “moral harassment at
work is connected with the continued exposition to negative and aggressive behaviors, of psychologi-
cal nature, describing situations in which hostile behaviors directed systematically to one or more col-
leagues or subordinates, conduce to stigmatization and victimization of the targets of these behaviors.”

An example of a legal definition of harassment is provided under Alberta (Canada)'s Occupational
Health and Safety Act. Harassment “means any single incident or repeated incidents of objectionable
or unwelcome conduct, comment, bullying or action by a person that the person knows or ought rea-
sonably to know will or would cause offence or humiliation to a worker, or adversely affects the work-
er's health and safety, and includes [...]".

Bullying

According to organizational psychologist S. Einarsen, “bullying at work means harassing, offending,
or socially excluding someone or negatively affecting someone’s work. In order for the label bullying
(or mobbing) to be applied to a particular activity, interaction, or process, the bullying behaviour has
to occur repeatedly and regularly (e.g. weekly) and over a period of time (e.g., about six months). Bul-
lying is an escalating process in the course of which the person confronted ends up in an inferior po-
sition and becomes the target of systematic negative social acts. A conflict cannot be called bullying
if the incident is an isolated event or if two parties of approximately equal strength are in conflict” (S.
Einarsen et al., 2011, p. 22).

Under the Fair Work Act 2009 in Australia, “a worker is bullied at work if: [...] (i) an individual; or (ii) a
group of individuals; repeatedly behaves unreasonably towards the worker, or a group of workers of
which the worker is a member; and (b) that behaviour creates a risk to health and safety.”

Mobbing

Psychologist Heinz Leymann is regarded to be the author who “introduced the concept of mobbing”
in literature (D. Zapf, 1999, p. 70). According to him, “The scientific definition meant by the term “mob-
bing” [...] refers to a social interaction through which one individual (seldom more) is attacked by one
or more (seldom more than four) individuals almost on a daily basis and for periods of many months,
bringing the person into an almost helpless position with potentially high risk of expulsion” (H. Ley-
mann 1998, p. 168).

Pursuant to article 4 of the Law on the Prohibition of Discrimination in Bosnia and Herzegovina, “mob-
bing shall be considered every form of non-physical harassment at working place with repetitive ac-
tions that have humiliating effect on a victim and aim for or has degradation of employee’s working
conditions or professional status as a consequence.”

Stalking

According to social scientist L. Royakkers (2000), “[s]talking is a form of mental assault, in which the per-
petrator repeatedly, unwantedly, and disruptively breaks into the life-world of the victim, with whom
he has no relationship (or no longer has), with motives that are directly or indirectly traceable to the
affective sphere. Moreover, the separated acts that make up the intrusion cannot by themselves cause
the mental abuse, but do taken together (cumulative effect)” (L. Royakkers, 2000, p. 7).
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The Washington Administrative Code grants leave, in specific circumstances, to employees who are vic-
tims of stalking.® The definition of stalking is the same used in the Washington Criminal Code: “A person
commits the crime of stalking if, [...] (a) [h]e or she intentionally and repeatedly harasses or repeatedly
follows another person; and (b) [t]he person being harassed or followed is placed in fear that the stalk-
er intends to injure the person, another person, or property of the person or of another person. [...]".7

6 Section 296-135-010. Washington Administrative Code.
7 Section 9A. 46.110. Washington Criminal Code.
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> ‘I Definitions and understanding of
cyberbullying

> Definitions in social sciences

What is (cyber)bullying?

There is no single definition of cyberbullying, or of bullying, which is internationally accepted. “Cyber-
bullying”, instead, continues to be used as an umbrella term for a range of aggressive behaviours that
are perpetrated through ICT (J. Bailey, 2014). The absence of an established definition is, in fact, seen
as problematic by some scholars (H. Hoel and D. Beale, 2006). Having regard to this, our working defi-
nition is based on established literature tackling the issue of bullying in the world of work. It refers to
relevant research in social sciences, as well as on legal definitions found in national regulation.

In particular, we draw on the psychological and sociological literature on bullying. Some definitions
from that literature have been referenced and relied upon by numerous sources, as we discuss below.
Cyberbullying is not explicitly defined in this literature; it is, however, commonly considered an exten-
sion of bullying. Both bullying and cyberbullying are seen, in fact, as forms of, or linked to, aggressive
behaviour (P. C. Rodkin and K. Fischer, 2012; L.R. Betts, 2016, p. 2). In the course of this study, we fol-
low a similar approach - our understanding of cyberbullying shares several structural elements with
traditional bullying.®

A definition of “bullying at work” that has gained considerable influence has been proposed by Einarsen
et al. In these authors' view, “bullying at work means harassing, offending, socially excluding someone
or negatively affecting someone’s work tasks. In order for the label bullying (or mobbing) to be applied
to a particular activity, interaction or process it has to occur repeatedly and regularly (e.g. weekly) and
over a period of time (e.g. about six months). Bullying is an escalating process in the course of which
the person confronted ends up in an inferior position and becomes the target of systematic negative
social acts. A conflict cannot be called bullying if the incident is an isolated event or if two parties of
approximately equal ‘strength’ are in conflict” (S. Einarsen et al., 2011, p. 22; see also K. Lippel, 2010;
L. Barmes, 2015; P. D'Cruz, 2015).

Several elements can be clearly identified in this definition: a certain degree of repetitiveness or per-
sistence of the conducts; the fact that “exposure [to the behaviour] occurs over a long time-period”
(M. B. Nielsen and S. Einarsen, 2018, p. 73) and an unequal power relation. These elements are all ex-
tensively discussed in the existing literature (see, for instance, C. Privitera and M. A. Campbell, 2009;
C. Langos, 2012).

Concerning the element of repetition and duration, a crucial question is whether the perpetrators’ acts
have to be repeated, or whether it suffices for the victims to be repeatedly exposed to their effects. In
both cases, the exact frequency and duration needed for a certain behaviour to be considered bullying
are arguably vague (L. Barmes, 2015, p. 14). The original reason to identify these elements in bullying
was the need to differentiate it from “personal conflicts of a more episodic character” (M. Agervold,
2007, p. 165). This traditional view on bullying would not consider single events to constitute “bullying”,
even if victims are repetitively confronted with the effects of that one incident.

&  For views that argue the contrary, according to which bullying and cyberbullying are fairly distinct, see for example Corcoran,
L. etal., 2015. L. R Betts (2016, p. 4) reports: “In particular, some authors argue that cyberbullying represents a distinct
phenomenon which should be defined as such (e.g., Pieschl, Kuhimann, & Prosch, 2015), whereas other authors advo-
cate that cyberbullying is an extension of face-to-face bullying (e.g. Juvonen & Gross, 2008; Olweus, 2013) with research-
ers seeking to apply definitions of face-to-face bullying to cyberbullying (e.g. Calvete, Orue, Estévez, Villardon, & Padilla,
2010)".
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One-off events, however, can also significantly harm victims (P. D'Cruz, 2015, pp. 12-13). Some authors,
thus, suggest that a singular event can in some cases be deemed bullying, having regard to its impact
(R. Slonje et al., 2012, p. 245; S. Branch and J. Murray, 2015, p. 288). The consequences of the one-off
event would have to be repeated regularly for a prolonged period (S. Einarsen et al., 2011, pp. 11-13).

The third element of the definition above implies the existence of an unequal power relationship be-
tween the victims and perpetrators. The imbalance of power as a defining feature, nevertheless, may
be overlooked by victims of bullying, as indicated by the answers given to semi-structured interviews
on the matter (R. Dredge et al., 2014, pp. 17-18). An imbalance of power can be due to the perpetra-
tors’ characteristics, such as a physical advantage, social status and/or the vulnerability of the victim,
related, for instance, to problems in communicating or ICT illiteracy (H. J. Thomas et al., 2015, p. 136).
It is worth noting, however, that power imbalance is not necessarily a static fact. The victims might
react to the bullying behaviour and might, for example, show resilience and reverse the power rela-
tionship, or might indeed be overwhelmed by the perpetrators’ acts, thereby finding it hard to react
in the course of the bullying process. Even in situations of initial equal strength between two parties,
bullying can occur when one party - the prospective victims - becomes defenceless in comparison to
the perpetrators (S. Matthiesen and S. Einarsen, 2007, p. 735; S. Branch et al., 2013, p. 282; P. D'Cruz,
2015, pp. 11-12). Power imbalances, therefore, can fluctuate, making them also a problematic element
to assess (P. Lutgen-Sandvik, 2006; E. Menesini et al., 2012, p. 459).

An additional element, not evident in the definition discussed above, is the intention to target the vic-
tim, which some scholars identify as an additional definitional criterion (P. Saunders et al., 2007, p. 345).
Other studies, however, explicitly dismiss this criterion, as well as the need for an intention to harm, as
parts of the definition of bullying (M.B. Nielsen and S. Einarsen, 2018, p. 73; P.C. Rodkin and K. Fischer,
2012, p. 624). Motives or reasons underlying the relevant behaviour can change in the course of the
bullying process. They can also vary according to the specific environment in which they take place.
The reasons behind bullying someone at work can, for instance, be different from the ones found in
educational settings.®

In this respect, it is also worth noting that the potential victims may, of course, have different sensitivi-
ties. Victims can be distressed regardless of the bullies’ intent to harm and what might not be regarded
as bullying by one individual can be perceived as bullying by another. As such, whether or not a specif-
ic act is apt to harass, offend, socially exclude or negatively affect the victim’s work is to be objectively
approached. It suffices for the behaviour to have a foreseeable effect on the target. Someone might,
therefore, perpetrate bullying unconsciously (S. Einarsen et al., 2011, p. 9), as long as the behaviour is
knowingly directed at the victims. Objectively minor behaviours shall, consequently, not constitute bul-
lying (S. Branch et al., 2013, p. 281). As already said, however, in general, intention to harm is not per-
ceived as a key element in the literature on bullying in the world of work (S. Einarsen et al., 2011, p. 18).

» Box 2: The element of power imbalance in the world of work

Considering the extensive scholarship on power relations within the world of work (see, for instance,
A. Supiot, 1994; D. Cabrelli and R. Zahn, 2017; H. Collins et al., 2018), any analysis of the nature of pow-
er imbalances as a condition of bullying becomes even more complicated in this context. It is, firstly,
necessary to stress that workers can be harmed by internal perpetrators or by external perpetrators.
Article 4 of the Violence and Harassment Convention acknowledges this, by referring to violence and
harassment “involving third parties”.

External bullying can, for example, be experienced by persons who have extensive contact with the
public, such as workers in call centres, doctors, or journalists (P. D'Cruz, 2016; Reporters sans Frontiéres,
2018). Workers can be bullied by clients, but also by subcontractors and their personnel, suppliers as
well as other persons they may encounter because of their work. Importantly, workers can also be the
perpetrators of bullying against those subjects.

9 Internal competition and difficulties in laying off employees have, for example, been mentioned as incentives for workplace
bullying (D. Salin, 2003, p. 1218). Others identify working environments and destructive forms of leadership as factors that
influence the incidence of bullying at work, or assert that “a conflict between superiors and subordinates is an important
antecedent of bullying, and more so than organizational changes” (A. Skogstad et al., 2007, p. 84; see also L. J. Hauge et
al., 2007, pp. 239-240).
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Internally, perpetrators can bully horizontally against colleagues relatively at the same level, or ver-
tically, against persons belonging to a different level within the company’s hierarchy. With regard to
bullying in the world of work, it is also crucial to remind that one constitutive element of employment
relationships is the subordination of workers vis-a-vis employers. The corollary of this legal subordi-
nation is the right of the employer to make use of managerial prerogatives to direct, control, and dis-
cipline workers, directly or through supervisors

Given that employers, supervisors, managers, executives etc. are, in principle, allowed to exert man-
agerial prerogatives, a serious complication lies in the use of bullying as a tool for managerial control
(D. Beale and H. Hoel, 2011, pp. 9-13; P. D'Cruz, 2016, pp. 242-245). Some forms of micro-management
could, for instance, also amount to bullying (CBI, p. 2). Although the interplay between management
and bullying forms a challenging field of research, one study concluded that even “leadership styles
seem to play an important but complex role in the bullying process” (H. Hoel et al., 2010, p. 453). This
is a crucial issue also because, according to some studies, workers who are bullied by “leaders” tend
to have more severe depressive symptoms (E. Torok et al., 2016).

Some regulatory provisions reflect this issue. The legislation of Alberta (Canada), for instance, states
that any reasonable conduct of an employer or supervisor in respect of the management of workers
or awork site is excluded from the concept of “harassment”.’® The (now repealed) South Australian Oc-
cupational Health, Safety and Welfare Act 1986, instead, identified some precise actions or decisions
taken by the employer that could not be classified as bullying, at least under certain conditions." Case
law in France suggests, instead, that some management methods implemented by a superior may in-
deed constitute harcélement moral.

The subordination or socio-economic dependency of workers vis-a-vis their employers and supervisors
is regarded in the literature as a possible source of imbalance of power (S. Einarsen et al., 2011, p. 15).

A more complex question is whether an “unequal power relationship” can also be present in either a
horizontal relationship between co-workers or an upward vertical relationship, with workers perpe-
trating bullying against their supervisors.

A horizontal relationship between two co-workers is a relationship of two parties on an approximately
equal footing. Some authors, however, observe: “bullying is not limited to vertical aggression from su-
pervisors towards subordinates. As power imbalances can also be the consequence of other individ-
ual, situational or societal characteristics (cf. Cleveland & Kerst, 1993), the required power differences
can also arise among peers” (D. Salin, 2003, p. 1216).

Furthermore, according to some authors, “upward bullying” is also a reality (M. S. Hershcovis, 2011,
p. 501; S. Branch and J. Murray, 2015, p. 289). This occurs when people target their work supervisors,
and thus someone who, at least formally, is vested with more power because they rank higher in the
firm's hierarchy.

An argument that substantiates this view could be that the unequal power relationship is not to be
evaluated statically. This relationship, therefore, is not to be considered by looking at one single mo-
ment in time, and, instead, has to be determined throughout the bullying process, for instance taking
into account situations when the victims become “weaker” as the acts of the perpetrators - or the re-
sults of those acts - continue to wear on them.

This dynamic interpretation given to the element of unequal power might prove particularly valuable
in the world of work. Some studies show that workers who experience bullying may feel forced to leave
their job (D. Zapf and C. Gross, 2001, pp. 514-515). The organization'’s interest in preserving the work-
ing environment free from bullying behaviour relates to both horizontal and vertical bullying. It is also
worth mentioning that, sometimes, victims of bullying can retaliate by using cyber-means (A. Kdnig et
al., 2010). In the end, it is therefore essential to stop the entire bullying process and its harmful effects
throughout the enterprise. In this regard, attention should also be paid to the fact that managers,

10 Section 1 Occupational Health and Safety Act, SA 2017, ¢ 0-2.1.
11 Section 55A South Australian Occupational Health, Safety and Welfare Act 1986, historical version 31 December 2012.
12 Cour d'appel de Rennes, 5 avril 2019, n° 16/04389.
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colleagues and trade union representatives can be biased against victims, “blaming [them] for their own
misfortune” (S. Einarsen et al., 2011, p. 22). Since bullying processes tend to escalate, and as subordi-
nates, supervisors and employers can be at the receiving end of such an escalating process of action and
reaction, it is not suitable to construe the power imbalance in formal terms, i.e. related to the position
of the perpetrators or victims in the hierarchy of the firm, instead of focusing on its factual dynamics.

What are the differences between bullying and cyberbullying?

Even though definitions of cyberbullying usually draw upon the same essential elements identified
for bullying (P. Smith et al., 2006, p. 6; R. M. Kowalski et al., 2014, p. 1074; H. ). Thomas et al., 2015, p.
137), the use of ICT may still alter some essential features and implications of traditional bullying (R.
Dredge et al., 2014).

One element that is affected considerably is repetition. Some authors argue that repetition manifests
itself differently in the case of cyberbullying (L.R. Betts, 2016, pp. 38-39). The repetitiveness of acts of
cyberbullying is more difficult to ascertain. ICT, for instance, may allow individuals to repeatedly access
the aggressive content that has been posted online in one sole occasion. One act could also confront
the victims repeatedly without the perpetrators having necessarily intended such an outcome. In such
instances, other individuals, instead of the primary perpetrator, might have caused the harmful conduct
to be repetitive (D. B. Sugarman and T. Willoughby, 2013, p. 2; L. R. Betts, 2016, p. 38). This, in turn, may
make “repetition” less reliable as a defining criterion for cyberbullying (E. Menesini et al., 2012, p. 459).
If repetition is indeed seen as a proxy for severity (P.C. Rodkin and K. Fischer, 2012, pp. 624-625), then
the unwanted reverberations of one act of cyberbullying should be considered as indicators of repe-
tition. Such reverberations, which, for instance, can come in the form of re-tweets, shares, forwards,
etc., can reach an enormous and uncontrollable audience (D. Kernaghan and J. Elwood, 2013). Relat-
ed to this is the fact that, contrary to traditional bullying, records of cyberbullying may end up being
unerasable in practice. In this respect, it has been argued that “direct cyberbullying involves a perpe-
trator repeatedly directing unwanted electronic communications to a victim” while “indirect cyberbul-
lying involves directing a single or repeated unwanted electronic communications” (C. Langos, 2012,
p. 288). Indirect cyberbullying requires the perpetrator to use “reasonably public areas of cyberspace”
instead of private channels (C. Langos, 2012, p. 286). Direct cyberbullying, instead, would necessitate
direct contact with the victims.

A second element that is affected is the “unequal power” between the victims and perpetrators. Tech-
nological savviness can result in a power imbalance (R. M. Kowalski et al., 2014, p. 1107). This is also
true, according to some authors, for the possibility to bully anonymously (P.C. Rodkin and K. Fischer,
2012, p. 626; D. B. Sugarman and T. Willoughby, 2013, p. 2). Moreover, while, on the one hand, the use
of ICT might exacerbate existing imbalances of power, on the other hand, it might also mitigate or re-
verse this imbalance. Indeed, supervisors, managers, or even employers can be victimized by persons
or groups of persons who report to them, through the use of ICT means, particularly because they fa-
cilitate anonymous conducts.

Another remark concerns the reasons and drivers of cyberbullying behaviours. Social networks can,
for example, offer “new arenas to harass, humiliate, or threaten” (D. B. Sugarman and T. Willoughby,
2013, p. 2), and coincidentally cyberbullying can serve as an “alternative medium” (C. Privitera and M.
A. Campbell, 2009, p. 395) to help the perpetrators’ ends. Some studies, nevertheless, argue that cy-
berbullying is rather one new - unique - phenomenon, instead of merely an alternative iteration of
bullying (A. Baroncelli and E. Ciucci, 2014, p. 813). For instance, this could be because “the reward for
engaging in cyberbullying is often delayed (in contrast to face-to-face interactions), and this is antici-
pated to have an effect on how goals for these aggressive interactions are formed and pursued” (J.J.
Dooley et al., 2009, 187).

Although some differences in the reasons and drivers of cyberbullying relative to bullying may exist,
these differences should be taken with caution. It should not be neglected that perpetrators may attack
the victims through both traditional and cyber-means (J. Raskauskas and A.D. Stoltz, 2007, p. 570; R. M.
Kowalski et al., 2014, pp. 1123-1124), something that can have a particular bearing in work-related mat-
ters (I. Coyne et al., 2016), especially when it comes to internal bullying. This could be different for exter-
nal bullying, where contact can be more casual, and chances may be lower for the behaviour to repeat
itself. External perpetrators may also be less likely to know the actual personal identity of the victims.
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Another critical feature of cyberbullying is the potential for an easier moral detachment of “cyberbul-
lies” from the victim, than what would be the case for bullying. This view originates from the under-
standing that, to bully another, perpetrators go through certain psycho-cognitive processes. Those
processes might not be entirely identical in case of bullying and cyberbullying.’* Moral disengagement
is defined in the relevant literature as “the socio-cognitive process through which humans are able to
harm others without having a bad conscience” (S. Wachs, 2012, p. 349). Some studies indicate that cy-
berbullies show even less remorse than traditional bullies (R. Slonje et al., 2012, p. 254), and that mor-
al disengagement can be higher for cyberbullies than for traditional ones (S. Wachs, 2012, p. 350). In
this regard, C. D. Pornari and ). Wood (2010, p. 89) observe: “It is likely that the anonymity, the distance
from the victim, and the consequences of the harmful act do not cause so many negative feelings (e.qg.
guilt, shame, self-condemnation), and reduce the chance of empathizing with the victim”.

Although these studies concern children and adolescents, a similar dynamic may occur among adults.
In comparison to traditional bullying, therefore, cyberbullying may lead to an increased emotional dis-
connection between the perpetrators and victims, since the perpetrators are not directly confronted
with the victims' reactions and emotions. Some authors refer to this phenomenon as an “online disin-
hibition effect”, which amounts to people saying and doing things “in cyberspace that they wouldn't
ordinarily say and do in the face-to-face world” (J. Suler, 2004, p. 321). As a result, less empathy and
remorse would be shown and perpetrators would say and do things online that they would not say or
do offline (T. Aricak et al., 2008, p. 256; R. M. Kowalski et al., 2014, p. 1107).

An indicative example of such behaviours can be traced in abusive tweets sent to members of nation-
al parliaments (MPs), especially when it comes to women MPs. It has been noted: “while online abuse
is certainly not limited to women in the public eye, women politicians face an extraordinary amount of
abuse on social media” (A. Dhoria, 2017). Online abuse against women can thus be facilitated by the
use of ICT and by the emotional detachment between the victims and the perpetrators that can come
with it. Interviews with women MPs also highlight the severe psychological impact of online abuse
(Amnesty International, 2018).

Besides, contrary to popular belief, the Internet is not a neutral place (S.U. Noble, 2018). Social network
timelines tend to reflect individuals' opinions and biases, and as such, reinforce stereotypes (echo-cham-
bers). This may exacerbate the propensity of pursuing aggressive conducts. Such conducts, moreover,
are not limited to verbal abuses. In a case in Australia, for instance, one of the actions that the Fair
Work Commission considered, in issuing an order to stop some bullying conducts at work, was the
perpetrator unfriending the victim on Facebook (J. Pearlman, 2015)."4

Cyberbullying, of course, is not limited to conducts occurring on social media. For instance, a study
about Australian manufacturing workers found that “the most frequently reported negative act via mod-
ern technology was “someone withholding information” by email [...] and/or by telephone [...]". Some
37.5 per cent of the respondents also reported having been exposed to an unmanageable workload
by email or having being affected by the spread of gossip by telephone as instances of cyberbullying
they experienced (C. Privitera and M. A. Campbell, 2009, p. 398).

This propensity is also linked to the fact that cyberbullying can lead to extensive anonymous bullying
(J. ). Dooley et al., 2009, p. 184). Research on adolescents has shown that the percentage of victims of
cyberbullying that knows the identity of the perpetrators varies from 43 per cent to 80 per cent (W.
Cassidy et al., 2013, p. 579). Such potential for anonymous bullying is problematic because research
indicates that anonymity is a risk factor for future cyberbullying behaviours (C. P. Barlett and D.A. Gen-
tile, 2016, p. 179). This is possibly due to a "misgiven” sense of impunity that comes with anonymity - a
sense of impunity that is linked to the belief that it becomes more difficult to identify the perpetrators
for both the victims and law enforcement through cyberbullying (N. H. Goodno, 2007, p. 131; J. D. Lip-
ton, 2011, p. 1114). Certain digital communication tools like Snapchat, where messages are temporary
by default, might even exacerbate this sense of impunity.

13 For instance, in a specific study, a sample of children showed bullies to have normal levels of moral competence, i.e. know-
ing right from wrong, but a deficiency in moral compassion, i.e. emotional awareness and conscience concerning moral
transgression, with higher levels of moral disengagement (G. Gini et al., 2011, pp. 603 and 607).

14 See Fair Work Commission, [2015] FWC 6556.
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Finally, another factor that plays into this feeling of impunity is the fact that an online environment
may have fewer direct bystanders than an offline environment has (S. Wachs, 2012, p. 356). This can
be consequential for the victims. Existing literature presents mixed evidence on the role of bystand-
ers. On the one hand, the presence of bystanders can stimulate bullying; on the other hand, bystand-
ers can also counter it (C. Salmivalli, 2014, p. 286). It is, therefore, all the more important to reduce the
likelihood of bystanders playing a negative role in the world of work. Promoting participation in an-
ti-bullying programmes, for instance, has been shown to give positive outcomes in relation to school
students (S. Saarento et al., 2015, p. 71).

Based on our findings, it is evident that despite the shared features between bullying and cyberbully-
ing, ICT-elements have the potential of exacerbating the already negative implications of traditional
bullying, by magnifying the repetitiveness of aggressive conducts, augmenting moral disengagement
and facilitating anonymous behaviours. This is also particularly important because, as discussed be-
low, cyberbullying can occur and affect the victims anytime and anywhere.

Legal definitions

Multiple overlapping concepts

A research conducted by the European Foundation for the Improvement of Living and Working Condi-
tions (Eurofound) on violence, bullying and harassment in the workplace distinguishes between “physical
violence”, “harassment, bullying or psychological violence” and “sexual harassment” (Eurofound, 2007,
p. 3). Psychological violence would often manifest itself through repeated acts, “which cumulatively can
become a very serious form of violence” (V. Di Martino et al., 2003, p. 4). This category of psychological
violence, according to some authors, includes bullying, mobbing and sexual harassment (D. Chappell
and V. Di Martino, 2006, p. 17). According to other studies, conducts such as bullying, mobbing, acoso,
hostigamiento moral, harcélement moral, harcélement psychologique and psychological harassment all
fall under the category of “psychological violence” (K. Lippel, 2016, pp. 9-10).

Although some authors argue that harassment is inherently characterized by the targeting of someone
because of a specific characteristic, in particular on the basis of discriminatory grounds (C. Caponec-
chia and A. Wyatt, 2009, p. 442), harassment is sometimes also used as a stand-alone concept. This is
illustrated, for instance, in Brodsky’s definition of harassment: “repeated and persistent attempts by
one person to torment, wear down, frustrate, or get a reaction from another. It is treatment that per-
sistently provokes, pressures, frightens, intimidates, or otherwise discomforts another person” (C. M.
Brodsky, 1976, p. 2). Compared to bullying, the element of an unequal power relationship is not pres-
ent in this definition of harassment.

One reason in favour of using the concept of “harassment”, instead of “bullying”, in regulation might
be that if lawmakers intend to grant preventive and redress mechanisms for victims of aggressive be-
haviours, the inclusion of an “imbalance of power” as a legal requirement might be problematic, giv-
en the potential difficulties in defining this element in legal terms, let alone identifying it in practice
and providing evidence about it. These difficulties would limit access to legal mechanisms for victims
of aggressive behaviours. To mitigate this risk and face these difficulties, legislative policies can adopt
a broad definition of their scope. For instance, the Multi-sectoral Guidelines to Tackle Third-Party Vio-
lence and Harassment Related to Work take an extensive understanding of “third-party violence and
harassment” (European Social Dialogue, 2011). The newly adopted ILO Convention No. 190 and Rec-
ommendation No. 206 similarly hinge on “violence and harassment”, by defining them as a range of
unacceptable behaviours and practices, or threats thereof.

Concerning “cyberbullying”, as we already observed, there is no consensus on a specific definition. Various

"o

terms, however, have been used to describe other relevant conducts. “Workplace aggression”, “abuse”,

"o

“bullying”, “mobbing” and “harassment” are just some examples (W. Martin and H. La Van, 2010, p. 176).

Concepts chosen in national jurisdictions are influenced by the countries’ social structures and legal
traditions (L. Barmes, 2015, p. 12). Not only do these differences impact national concepts but linguis-
tic problems also exist when trying to draw a comparative reconstruction of the legislation concern-
ing this phenomenon (P. Smith et al., 2002, 1131-1132). “Bullying” is a term more likely to be used in
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English-speaking countries, while “harassment” (“harcélement”) is more commonly used in French-speak-
ing countries (B. West et al., 2014, p. 599). Some national legal systems may also use multiple overlap-
ping legal concepts to deal with what may be considered bullying in psycho-sociological terms. An act
of cyberbullying can, for example, be considered to constitute unlawful threats, assault, stalking, def-
amation or a cybercrime (C. Langos, 2013). Due to these reasons, some scholars, such as Schat et al:
“reconcile this definitional dilemma by pointing to the fact that ... the behaviors that constitute work-
place aggression are generally consistent with the behaviors that constitute these related constructs™
(A.C.H. Schat et al., 2006, p. 49; cited by W. Martin and H. La Van, 2010, p. 176).

Comparative overview of legal definitions on bullying and related conducts

Our findings in national legislation, which are reported in the appendix to this study, confirm the liter-
ature to some extent. The differences between bullying and harassment are not that apparent in law.
“Harassment” seems to be used as an umbrella term that can also be used to address what could ob-
jectively be described as “bullying”, or as any other legal concept used in the relevant language. The
French term harcélement moral, which is generally translated in English as “harassment”, shows com-
mon elements with what is usually understood as “bullying” in the English language. By way of exam-
ple, harcélement moral in France is defined as “repeated acts of psychological harassment [against em-
ployees,] that have as their object or effect a deterioration in their working conditions likely to affect
their rights and dignity, to alter their physical or mental health or to compromise their professional fu-
ture.”"> Aworker is bullied in Australia if “while the worker is at work [...]: (i) an individual; or (ii) a group
of individuals; repeatedly behaves unreasonably towards the worker, or a group of workers of which
the worker is a member;” and “that behaviour creates a risk to health and safety.”®

While, in the psychological and sociological literature, the difference between harassment and bullying
seems to depend primarily on the element of “imbalance of power”, this criterion is only occasionally
presented in legal definitions. One reference found in our analysis is in the definition of hostigamiento
in Mexican legislation, which can be freely translated as “the exercise of power in a relationship of real
subordination of the victim in relation to the aggressor, in the workplace, which is expressed in either
physical or verbal conduct, or both.”” This criterion is also present in Japan. A recent amendment to
the Labour Measures Promotion Act defines pawahara or “power harassment” as “doing harm to the
working environment by words and actions beyond the range of what is necessary for the work to be
done, based on a relationship of dominance” (General Union, 2019). In the Republic of Korea, moreo-
ver, the law prohibits “workplace harassment” by providing that: “no employer or employee shall cause
physical or mental suffering to other employees or deteriorate the work environment beyond the ap-
propriate scope of work by taking advantage of superiority in rank, relationship, etc. in the workplace”.'®

The incorporation of the “imbalance of power” criterion into legal provisions on bullying or harassment,
nevertheless, seems to be rather rare in our comparative analysis of labour regulation. Chilean law, for
instance, presents the notion of acoso laboral and describes it as “any conduct that constitutes repeat-
ed aggression or bullying”,” a notion also found in Colombian legislation, which in turn, defines it as

15 “Aucun salarié ne doit subir les agissements répétés de harcelement moral qui ont pour objet ou pour effet une dégradation
de ses conditions de travail susceptible de porter atteinte a ses droits et a sa dignité, d'altérer sa santé physique ou men-
tale ou de compromettre son avenir professionnel.” Art. L1152-1 Code du Travail.

16 Section 789FD Fair Work Act 2009.

17 “Hostigamiento: el ejercicio del poder en una relacion de subordinacion real de la victima frente al agresor en el ambito
laboral, que se expresa en conductas verbales, fisicas o0 ambas;” Art. 30. bis. Ley Federal del Trabajo. On the other hand,
acoso sexual, according to the same Mexican article, does not seem to require such a relationship of subordination.

18 Art. 76-2 Labour Standards Act. We are thankful, without implicating her, to Jae-Hee Chang for pointing the Japan and Re-
public of Korea provisions to us.

19 “Acoso laboral: Asimismo, es contrario a la dignidad de la persona el acoso laboral, entendiéndose por tal toda conducta
que constituya agresion u hostigamiento reiterados, ejercida por el empleador o por uno o mas trabajadores, en contra de
otro u otros trabajadores, por cualquier medio, y que tenga como resultado para el o los afectados su menoscabo, maltrato
o humillacién, o bien que amenace o perjudique su situacion laboral o sus oportunidades en el empleo.” Art. 2. Cédigo del
trabajo.
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“any persistent and demonstrable conduct [...] aimed at instilling fear, intimidation, terror and anguish
[...]" with no reference to the imbalance of power in the relevant provisions.?

Although the element of subordination or power imbalance does not seem particularly reflected in la-
bour law, it is sometimes present in penal provisions. Article 173 of the Penal Code in Spain, for exam-
ple, provides for criminal sanctions against individuals who in the context of any employment or civil
service relationship, by taking advantage of their superior position, repeatedly carry out hostile or hu-
miliating acts against another individual, which result in severe harassment of the victim.?

One example that might help explain the difficulty of comparatively analysing legal definitions on har-
assment and bullying among various languages can be found in Belgium. The French version of the
Belgian law on well-being at work uses the term harcélement moral. Most people would translate this
as “harassment”, rather than “bullying”. The Dutch version of the text, however, uses the word pesteri-
jen, which corresponds at least as close to bullying as to harassment. Dutch speakers may, but would
not necessarily have to, translate pesterijen as “bullying”, instead of “harassment”.??

Turning our attention to legislation in English, the legal definition of “bullying” in Australia requires
someone to repeatedly behave unreasonably towards the workers. In Saskatchewan (Canada), instead,
harassment can be committed through “any inappropriate conduct, comment, display, action or ges-
ture”.?® Likewise, at the federal level, “harassment and violence” means “any action, conduct or comment
including of a sexual nature, that can reasonably be expected to cause offence, humiliation or other
physical or psychological injury or illness to an employee [...]".?* In the United Kingdom, someone har-
asses another by engaging in certain types of “unwanted conduct[s]"” specified in the law.?® The Protec-
tion from Harassment Act in Singapore refers to words, behaviour or communication that are “threat-
ening, abusive or insulting”.?® No mention is made of the need for repetitive actions or behaviours.

In certain jurisdictions, the element of repetition or persistence of the conduct is addressed specifical-
ly, also by making reference to the consequences of such conduct. The Quebecois legal definition of
psychological harassment indicates: “a single serious incidence of such behaviour that has a lasting
harmful effect on an employee may also constitute psychological harassment.”?” Alberta (Canada)'s
OSH Act states that harassment can mean “any single incident or repeated incidents of objectionable
or unwelcome conduct, comment, bullying or action by a person [...]".# This would indicate the use of
“harassment” as an umbrella term that includes bullying conducts such as repetitive behaviours. Also
under French criminal law, harceler is defined as the conduct of harassing others by means of repeat-
ed comments or behaviour.?®

20 “Definicion y modalidades de acoso laboral: Para efectos de la presente ley se entendera por acoso laboral toda conducta
persistente y demostrable, ejercida sobre un empleado, trabajador por parte de un empleador, un jefe o superior jerarqui-
co inmediato o0 mediato, un compafiero de trabajo o un subalterno, encaminada a infundir miedo, intimidacién, terror y an-
gustia, a causar perjuicio laboral, generar desmotivacién en el trabajo, o inducir la renuncia del mismo. En el contexto del
inciso primero de este articulo, el acoso laboral puede darse, entre otras, bajo las siguientes modalidades generales: [...]”
Art. 2 Ley 1010 de 2006 Por medio de la cual se adoptan medidas para prevenir, corregir y sancionar el acoso laboral y
otros hostigamientos en el marco de las relaciones de trabajo.

2l “El que infligiera a otra persona un trato degradante, menoscabando gravemente su integridad moral, sera castigado con la
pena de prisién de seis meses a dos afios. Con la misma pena seran castigados los que, en el &mbito de cualquier relacion
laboral o funcionarial y prevaliéndose de su relacién de superioridad, realicen contra otro de forma reiterada actos hostiles
o humillantes que, sin llegar a constituir trato degradante, supongan grave acoso contra la victima.” Art. 173 Ley Orgénica
10/1995, de 23 de noviembre, del Codigo Penal.

22 For instance, when typing “to bully” in Google Translate, it results in the Dutch verb pesten, which is related to pesterijen.
When typing “to harass”, the translation given is lastigvallen. At the same time, the programme translates pesten into “bul-
lying” and pesterijen as harassment.

23 The Saskatchewan Employment Act, SS 2013, ¢ S-15.1, 3-1(1).

2 An Act to amend the Canada Labour Code (harassment and violence), the Parliamentary Employment and Staff Relations
Act and the Budget Implementation Act, 2017, No. 1, SC 2018, ¢ 22, amending Subsection 122(1) of the Canada Labour
Code.

25 Section 26 Equality Act 2010.

% Section 3 Protection from Harassment Act 2014.

27 Section 81.18 Act respecting labour standards.

28 Section 1 Occupational Health and Safety Act, SA 2017, c 0-2.1.

2 “Le fait de harceler autrui par des propos ou comportements répétés ayant pour objet ou pour effet une dégradation des
conditions de travail susceptible de porter atteinte a ses droits et a sa dignité, d'altérer sa santé physique ou mentale ou de
compromettre son avenir professionnel, est puni de deux ans d'emprisonnement et de 30 000 € d'amende.” Art. 222-33-2
Code pénal.

14



P ILO Working Paper 1

The New Zealand Harassment Act 1997 provides for a detailed definition, which also takes explicitly into
account the peculiarities of ICT-mediated harassment.® The Act stipulates: “a person harasses another
person if he or she engages in a pattern of behavior that is directed against that other person, being
a pattern of behaviour that includes doing any specified act to the other person on at least 2 separate
occasions within a period of 12 months.” Repetition of hostile acts is, therefore, a requirement to meet
the definition of harassment. Very interestingly for the scope of this study, the definition of harassment
under the Act was amended in 2015.3' The definition now comprises a pattern of behaviours directed
against other persons, including “any specified act to the other person that is one continuing act car-
ried out over any period”. In this context, the Law expressly specified that a “continuing act” could in-
clude “a specified act done on any one occasion that continues to have effect over a protracted period
(for example, where offensive material about a person is placed in any electronic media and remains
there for a protracted period).”

In order to cover cyberharcélement, the French Penal Code also specifies that repetition can originate (i)
from statements or conduct engaged in by several persons, in a concerted manner or at the instigation
of one of them, even though each of those persons has not acted repeatedly; or (ii) from comments or
conduct by several persons who in the absence of consultation know that such comments or conduct
characterize a repetition (P. Dufourq, 2018; P. Januel, 2018).3 Legislative amendments have thus been
adopted to take under consideration the particular modalities of repetition in an ICT environment, to
include also “cyberbullying by proxy”.

Looking at concepts in other languages,* the law of Bosnia and Herzegovina refers to “behaviour” in
case of harassment and repetitive actions in case of bullying. Slovenia defines “harassment” as any
undesired behaviour and “workplace mobbing” as any repeated or systematic wrong or clearly neg-
ative and offensive treatment or behaviour. A clear distinction between bullying and harassment is
thus not always consistently found. Harassment in Norway, for example, can result from “acts, omis-
sions or statements”.

Some jurisdictions use distinct concepts to describe behaviour that resembles what could be described
as “bullying”. “Annoyance” is, for example, used in Albania, and it merely requires an undesirable con-
duct. “Abuse” in Serbia, on the other hand, refers to active or passive behaviour of a repetitive nature;
while victimization in Sweden means “actions”, and, therefore, perhaps repetitive action.®

In addition to this, the law of the European Union can also provide examples of how specific terms are
translated in the official versions of EU legislative acts in the different languages of the EU Member
States. The Employment Equality Framework Directive mandates that “harassment” be deemed “to
be a form of discrimination [...] when unwanted conduct related to [religion or belief, disability, age
or sexual orientation] takes place with the purpose or effect of violating the dignity of a person and
of creating an intimidating, hostile, degrading, humiliating or offensive environment.”* The English
term “harassment” is translated into Dutch as “intimidatie”, into French as “harcélement”, into German
as “Beldstigung”, into Italian as “molestie”, into Polish as “molestowanie” and into Spanish as “acoso”.

What also emerges from the analysis of the legislation reported in the appendix to this study is the lack
of clear differentiation in the definitions of unacceptable conducts based on legal traditions. The ele-
ments of these definitions, in fact, differ widely at the national level both between and within common
law and civil law traditions, with arguably no element emerging as a constant feature of either tradition.

Some notable elements, instead, seem to span across different legal systems and traditions. The first
one is the threat that unacceptable conducts represent for the “dignity” of the victims, an element found
in civil law countries such as Austria, Colombia, France, and Italy as well as common law ones such as
the United Kingdom. Another aspect is the risk that these conducts pose to the health and safety of

30 Section 3 Harassment Act 1997.

31 Harmful Digital Communications Act 2015.

32 New subsection 4 in section 3 of the Harassment Act 1997.

33 Art. 222-33-2-2 Code pénal.

34 The original versions of these provisions and a courtesy translation into English is provided in the appendix.

35 Based on the unofficial translation of section 4 Organisatorisk och social arbetsmiljo (AFS 2015:4), foreskrifter.

36 Article 2.3 Council Directive 2000/78/EC of 27 November 2000 establishing a general framework for equal treatment in em-
ployment and occupation.
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people, which is mentioned in common law jurisdictions such as Alberta (Canada), Australia and Sas-
katchewan (Canada) and civil law ones such as Belgium, Cote d'Ivoire, New Caledonia (France), Serbia
and Sweden. Some civil law provisions also expressly mention professional perspectives as something
that can be jeopardised by unacceptable conducts (e.g. Chile, Céte d'Ivoire, Democratic Republic of Con-
go, France, Luxembourg). This, however, does not mean that common law systems neglect this element:
arecent judgementissued in New Zealand about unacceptable conducts made through ICT gives sub-
stantial consideration to the harm the relevant conducts caused to the professional life of the victim.?’

These common elements, however, arguably do not allow to identify universally-unifying common
threads in the legal drafting of the statutory provisions that concern unacceptable conducts in the
world of work. In light of this, the approach followed in the drafting of the ILO instruments on violence
and harassment in the world of work to refer to a range of unacceptable behaviours and practices or
threats thereof seems to be reasonable and opportune, also in order to capture and reflect the variety
of legal definitions and concepts used worldwide to designate relevant conducts. Bullying and cyber-
bullying fall manifestly under this broad definition of “violence and harassment”.

»  Summary conclusion of the definitions

Based on the analysis carried out so far, we understand and refer to cyberbullying in the world of work
as the execution of any aggressive behaviour against an individualized (group of) victim(s) through ICT
means in the context of work.3® As we discussed, the infliction of these acts results in foreseeable phys-
ical or psychological harm to a victim or a group of victims, thereby often degrading the working con-
ditions of the victim(s) or the working environment at large. Cyberbullying requires aggressive behav-
iour to occur regularly over a reasonable period or the incidence of such aggressive behaviour to have
a lasting harmful effect. Cyberbullying is an escalating process that can affect workers, supervisors,
managers, directors, clients, subcontractors, employers and other persons involved in a work context.

We do not advance a fixed and detailed legal definition of cyberbullying, in order not to exclude any
relevant conduct from our analysis. As we already discussed, cyberbullying is a form of aggressive con-
duct that is perpetrated through ICT means. Depending on the definitions of aggressive or unaccept-
able conduct(s) adopted in the relevant legal system, cyberbullying can fall into one or more related
legal constructs. Linguistic differences across national jurisdictions also add complexity to this analy-
sis. We, therefore, refer to a broad and encompassing understanding of cyberbullying in the world of
work to, subsequently, discuss the legal mechanisms to prevent and address this type of behaviour.

37 New Zealand Police Department of Corrections v. Gavin Powell, CRI-2017-087-000516 [2017] NZDC 22077 accessible
at: http://www.districtcourts.govt.nz/assets/unsecure/2018-05-07/1dc45a6e35/2017-NZDC-22077-New-Zealand-Police-v-
Powell.pdf [Sept. 2019].

3 This understanding is based on the definition of Einarsen and contributors, as found in S. Einarsen et al., 2011, p. 22.
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> 2 Incidence and implications of
cyberbullying in the contemporary
world of work

»  Incidence of cyberbullying

Considering the lack of internationally accepted definitions of cyberbullying, it is difficult to ascertain
precisely the incidence of cyberbullying in the world of work today. This is also because cultural dif-
ferences affect what researchers understand as bullying (and cyberbullying). Their methodologies of
measuring these behaviours, therefore, differ widely. Research has also been conducted in diverse
sectors, which again limits comparability. The data discussed below is specific to cyberbullying. These
statistics are based on ad hoc studies, due to a lack of official statistics. For each study, where availa-
ble, we indicate the definition of cyberbullying used by its authors.

Up until now, a significant part of existing research concerns the impact of cyberbullying on univer-
sity employees. A study carried out by the University of Sheffield, in the United Kingdom, found that:
“around eight out of ten [of the 320 respondents to the survey] had experienced one of the listed cy-
berbullying behaviours on at least one occasion in the previous six months.” The results also showed
that“14 to 20 per cent [of the respondents] experienced them at least once a week” (University of Shef-
field, 2012). Similarly, in Canada, 25 per cent of faculty members across four Canadian universities re-
ported being victims of cyberbullying;* 15 per cent of them said to be targeted by students and 12 per
cent by colleagues (W. Cassidy et al., 2016, pp. 85-87). Research has also been carried out concerning
teachers in the Czech Republic: circa 22 per cent of respondents reported to have personally experi-
enced a cyber-attack.* However, only 3.5 per cent of the total number of respondents reported hav-
ing experienced cyberbullying conducts that lasted more than one week in the previous 12 months (K.
Kopecky and R. Szotkowski, 2017). This study also mentions research conducted by the American Psy-
chological Association (APA). It involved around 3,000 teachers across the entire United States. Some
80 per cent of these teachers reported having been victims of violence perpetrated by students in the
years 2010 and 2011; 4 per cent of them said to have been victims of cyber-attacks (K. Kopecky and R.
Szotkowski, 2017, p. 106).

The incidence of cyberbullying is also evident in other sectors. For instance, “according to a 2009 sur-
vey carried out by the Swedish Union of Journalists (SJF), 22% of respondents report having been vic-
tims of online threats” (Eurofound, 2015, p. 59). Recently, cyberbullying of journalists has caused a row
in French media, by the infamous case of the “League of Lol”. The perpetrators were high-profile jour-
nalists who committed conducts that can correspond to cyberbullying against female journalists and
members of minorities (A. Chrisafis, 2019).

In New Zealand, a survey of 826 workers resulted in around 15 per cent of participants reporting to
have been bullied and approximately 2.8 per cent of participants reporting to have been cyberbullied,
by experiencing “two or more negative acts at least weekly for at least six months” (D. Gardner, 2016, p.

39 Definition of cyberbullying used in this study: “Through ICT media, cyberbullying uses language or images to defame, threat-
en, harass, bully, exclude, discriminate, demean, humiliate, stalk, disclose personal information, or contain offensive, vul-
gar, or derogatory comments with an intent to harm or hurt the recipient.”

4 The definition of cyberbullying used in this study is based, among others, on the one from Hinduja and Patchin (2006 and
2009): “A deliberate, repeated and hurtful activity using computer, mobile phone and other electronic devices”, and also
takes into account the studies of Li (2007) and Willard (2007).
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6).4! Another study “involving more than 600 public sector participants from across Australia found 72
per cent of public servants reported experiencing or observing task- and person-related cyberbullying
over the [previous] six months with 74 per cent ranking their workplace as highly stressful” (Queens-
land University of Technology, 2016;%* see also D. Lawrence, 2015).

Furthermore, a study about Australian manufacturing workers reported: “34% of respondents were
bullied face-to-face, and 10.7% were cyberbullied. All victims of cyberbullying also experienced face-
to-face bullying”.** (C. Privitera and M. A. Campbell, 2009, p. 395).

These statistics indicate that cyberbullying in the world of work is a non-negligible phenomenon, which
affects workers across sectors and occupations. At the same time, we notice that impact assessments
of the current legislation and regulation on bullying and cyberbullying are commonly still lacking or,
when carried out, can be incomplete. The Belgian General Directorate on Humanization of Labour, for
example, conducted an overview of the case law on violence and (sexual) harassment at work (Direc-
tion générale Humanisation du travail, 2010). Even though the evaluation offers an idea of how legal
provisions are applied in practice, it does not necessarily assess whether they achieve their objective
efficiently and effectively.

Implications of bullying and cyberbullying

The effects of bullying and cyberbullying on victims and others

There is ample evidence of the negative psychological and physiological consequences of work-relat-
ed bullying on victims; these effects include prolonged-duress stress disorder, depression, low self-es-
teem, alcohol abuse and in some occasions suicide (H. Leymann, 1990; M. J. Scott and S. G. Stradling,
2001; K. M. Rospenda, 2002; S. Bond et al., 2010). Eurofound has conducted comparative research on
work-related ill-health, between bullied and non-bullied employees (Eurofound, 2013). The results of
this research indicate that workers reporting being bullied or harassed also report four times more
depression, almost three times more sleeping problems, almost 1.8 times more overall fatigue, and
over twice the likelihood of reporting stress compared to workers who did not experience bullying or
harassment (Eurofound, 2015, p. 31). Other studies confirm that victims of bullying are affected by
mental health issues in the long term (A. O'Rourke and S. K. Antioch, 2016, p. 6). Burnout at workplac-
es has also been linked to workplace bullying, as shown under a study of 745 assistant nurses in Nor-
way (S. Einarsen et al., 1998).

Moreover, not only the toxic effects of bullying at the workplace harm the physical and mental health
of the victim but they can also have “interpersonal and familial consequences” (S. ). Tracy et al., 2006;
W. Martin and H. La Van, 2010). Bystanders of bullying might also be harmed and suffer from stress
(W. Martin and H. La Van, 2010, p. 179). Indeed, bullying that occurs at workplaces can negatively affect
co-workers who witness the act. “Witnesses report lower levels of job satisfaction and higher levels of
stress, and a deterioration of both physical and mental health as evidenced by feelings of guilt and fear,
insomnia, and headaches” (B. West et al., 2014, p. 601). Besides, they might refrain from supporting the
victims of workplace bullying, due to the fear that such support can result in adverse consequences for
themselves, such as becoming the next target of similar aggressive acts. Literature also refers to the
risk for victims of bullying to replicate this behaviour in the future (W. Martin and H. La Van, 2010, p.
179). Work-related bullying practices, therefore, can have severe and widespread harmful implications.

41 Definition of bullying and cyberbullying used in this study: “a situation where a person feels they have repeatedly been on
the receiving end of negative actions from one or more other people, when it is difficult to defend themselves against these
actions. [...] Note that this definition includes both ‘traditional’ face to face bullying (here called workplace bullying (WB))
and negative actions carried out online, known as cyber-bullying (CB).”

42 Definition of workplace cyberbullying referred to in this source: “Overt or anonymous person-or task-related bullying, where
other workers or external clients use technology to instantaneously and publicly broadcast a comment, video or picture, an-
ywhere and anytime, to embarrass or defame the target.”

4 Definition of bullying used in this study: “Workplace bullying is repeated behavior that offends, humiliates, sabotages, in-
timidates, or negatively affects someone’s work when there is an imbalance of power.”
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As noted, while a vast literature describes the harmful effects of work-related bullying, fewer studies
examined the impact of work-related cyberbullying. There is no reason to assume, though, that its ef-
fects are less severe for the victims, as well as for their surroundings. Indeed, some researchers pro-
duced a taxonomy of the effects of cyberbullying on victims (A. Ovejero et al., 2016, p. 9). They grouped
these effects into physical, psychological and emotional, school-related (i.e. environment-related), and
psychosocial effects. Physical effects include headache, stomach-ache, sleep disorders, tiredness, back-
ache, loss of appetite, digestion problems, etc. The psychological and emotional ones include fear, and
even feelings of terror, anxiety, anguish, sadness, stress, symptoms of depression. Psychosocial effects,
instead, are associated with more severe feelings of isolation and solitude, ostracism and even social
rejection. It has also been stressed that cyberbullying can potentially cause harmful psychological ef-
fects and that its link with emotional distress is “well established” (J. Juvonen and E.F. Gross, 2008, p.
497). At the same time, as observed above, cyberspace offers perpetrators new and more opportu-
nities to damage the victim, since the “spatial distance between the ‘cyber world’ and the ‘real world™
may embolden perpetrators (C. Langos and M. Giancaspro, 2017, p. 3). Cyberbullies, for instance, can
invade the privacy and the sanctuary of the victims’ home, or their personal spaces through the use
of ICT. As a result, victims can feel less capable of protecting themselves against the perpetrator, es-
pecially if the conduct of cyberbullying takes place in a public cyber-forum, such as Facebook or Twit-
ter, and, thus, in front of a potentially infinite audience in cyberspace (C. Langos and M. Giancaspro,
2017, p. 3). The harmful effects of cyberbullying, in those occasions, could be even more severe than
situations of traditional bullying (N. D'Souza et al., 2017). Finally, cyberbullying can disproportionally
affect some specific groups of people, such as women and minorities (J. D. Lipton, 2011). For instance,
it has been stressed that “as women gain visibility in the blogosphere, they are the targets of sexual
harassment and threats” and tend to be “singled out in more starkly sexually threatening terms” (A.
Bartow, 2009, p. 392).

The need for universal protection regardless of contractual arrangement or status

So far we have referred in various occasions to aggressive conducts that are work-related. It is neces-
sary to specify, at this point, that due to the characteristics and features of cyberbullying and the pos-
sibility to perpetrate it “anytime” and “anywhere” due to the use of ICT-means, we find that the very
nature of cyberbullying necessitates a broad understanding of the concepts of ‘worker’ and ‘world of
work'. Arguably, the concept of “worker” should go beyond that of employees engaged in an employ-
ment relationship. Aggressive conducts can originate from a wide range of situations related to the
“world of work” and affect, for instance, self-employed persons or workers of a subcontractor. As ar-
gued more extensively in Chapter 5 below, it is, therefore, crucial that measures against aggressive
conducts in the world of work protect workers and other persons regardless of their contractual ar-
rangement or employment status.

This approach, for instance, was taken by the anti-bullying provisions included in the Fair Work Act in
Australia. These provisions follow the broad definition of a worker that can be found in the Australian
Work Health and Safety Act 2011.4

Adopting a broad scope of protective measures is essential, also considering that “working in situa-
tions that are not, or not properly, covered or protected by labour law and social protection” can par-
ticularly “engender or create risks of psychological, psychosocial and physical violence” (P. V. Moore,
2018, p. 3). Some working people, especially casual workers (with regard to the risk of being subject to
bullying see P.J. O’'Connel et. al, 2007, pp. 39-40; more in general, see V. De Stefano, 2016) and workers
whose work is channelled and distributed via ICT, e.g. platform workers (V. De Stefano, 2017), signifi-
cantly risk finding themselves in these situations. For platform workers, the risk might be even higher
because, in most cases, the platforms allow clients to rate the workers' performance. The work of plat-
form workers may materially depend on these ratings since platforms allocate future tasks and jobs
based on ratings and also expel workers whose ratings fall below a certain average. Workers, then,
may feel forced to endure abusive behaviours from the clients for fear of losing their jobs if they react,
something which could cause the client to rate them poorly.

4 Section 789FC Fair Work Act redirects to section 7 of the Work Health and Safety Act 2011. “A person is a worker if the
person carries out work in any capacity for a person conducting a business or undertaking, including work as: (a) an em-
ployee; or (b) a contractor or subcontractor; or (c) an employee of a contractor or subcontractor; or (d) an employee of a
labour hire company who has been assigned to work in the person's business or undertaking; or (e) an outworker; or (f) an
apprentice or trainee; or (g) a student gaining work experience; or (h) a volunteer; or (i) a person of a prescribed class.”
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Without underestimating the risks concerning permanent employees,* some workers can be left un-
sheltered against bullying and cyberbullying acts compared to their counterparts in permanent em-
ployment. This can be particularly true for discriminatory conducts. Self-employed and casual workers,
in fact, are sometimes excluded from the entire application of labour regulation, leaving them also out-
side the scope of anti-discrimination laws (De Stefano, 2016; A. Aloisi and V. De Stefano, 2018). Some-
times, self-employed and temporary workers are treated differently under firms’ internal policies. This
is well illustrated, for instance, by a case of differential treatment concerning unacceptable behaviours
in @ major tech company. The company had decided to end mandatory arbitration for individual cases
of sexual harassment or assault; nevertheless, temporary workers and contractors have been report-
ed not to benefit from this policy change (D. McCabe, 2019).

Reasons for such vulnerability to bullying and cyberbullying acts can also be found in the lack of job
security, which is particularly prominent in the case of casual workers, such as zero-hour contract work-
ers and, as explained above, also platform workers (M. Williams, 2017). Some public authorities indi-
cate a correlation between job insecurity and work environments conducive to bullying (Acas, 2016, p.
13). It also has to be considered that temporary or casual workers may be reluctant to complain about
bullying and cyberbullying acts, lest their work relation is discontinued at its expiry, or “zeroed-down”,
if they do so.%

The impact of bullying and cyberbullying acts on these categories of workers can also be exacerbated
due to the sometimes limited access to collective rights, such as freedom of association and collective
bargaining (H.Johnston and C. Land-Kazlauskas, 2018). The lack of exercise of these fundamental rights
is found to be associated with higher risks of violence and harassment (ILO, 2016a, p. 37).

Itis, therefore, essential that measures against violence and harassment in the world of work, includ-
ing cyberbullying, have universal coverage and apply to all workers irrespective of their contractual
arrangement or status, to avoid that some of the most vulnerable workers are excluded from protec-
tion. As already mentioned, this approach has now been followed by the ILO Violence and Harassment
Convention, 2019 (No. 190).

The effects of bullying and cyberbullying on business: What is the price to pay?

Bullying and cyberbullying can threaten the overall functioning of the organization in which they take
place, resulting in adverse organizational outcomes. Most research on this topic focuses on tradition-
al bullying. Less has been written about cyberbullying (Queensland University of Technology, 2016).
As shown above, however, the effects of cyberbullying on individuals can be at least as detrimental as
instances of traditional bullying. Arguably, this should also prompt attention to the damaging effects
of cyberbullying on businesses/organizations. Sociological, behavioural and psychological research on
the linkages between cyberbullying and its impact on business is, therefore, all the more necessary.

Existing research on bullying indicates a loss of productivity by both parties involved in the bullying acts.
According to these studies, there is, in fact, a negative impact on the productivity of perpetrators who
spend time and energy on activities that are not relevant to their work (T.G. Weatherbee, 2010, pp. 35-
36). At the same time, victims can become less productive because they are forced to spend working
time to deal with bullying (B. West et al., 2014, p. 609). As such, it can be argued that it also becomes
more difficult for victims and co-workers to remain focused on their work. In a survey conducted by
Queensland University of Technology, public sector employees reported a negative impact of cyber-
bullying on their work performance and productivity (Queensland University of Technology, 2016).

In addition to the research above, it has also been noted that bullying is likely to have negative implica-
tions on employee engagement. This could also result in an increased rate of absenteeism (J. L. Power
et al., 2013, p. 375). According to existing studies, “employers should be motivated to reduce bullying
as employee engagement is associated with higher profits, higher self-rated performance, and greater

% An Australian study, for instance, found that “[c]ontrary to expectation, workplace bullying was more often reported by per-
manent than casual employees” (D. Keuskamp et al., 2012, p. 116).

4% Workers in temporary contracts may be exposed to what has been labelled the “implicit threat” mechanism, namely the
fear and reluctance to exercise their contractual and labour rights, afraid that their temporary contract may not be renewed
or prolonged, should they do so (A. Aloisi and V. De Stefano, 2018, p. 10).
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organizational citizenship” (J.L. Power et al., 2013, p. 375; also see A. Saks, 2006). Organizational citi-
zenship means the commitment of workers to get involved in the organization’s success beyond their
tasks. Job satisfaction of victims of bullying can, of course, also be materially affected (T. Carroll and M.
Lauzier, 2014; T. Muhonen et al., 2017), something that can have additional detrimental implications.

With regard to team performance, it has been observed that occupational bullying can lead to the
breakdown of work relationships and teams (L. Keashly and J. H. Neuman, 2004, pp. 350-352). These
consequences could be exacerbated even more by workplace cyberbullying. Significantly, destructive
leadership and less effective organizational strategies have been associated with more bullying at
work (D. Gardner, 2016). Bullying might then disrupt work processes and flow, which makes it difficult
to meet customer expectations, with negative implications on business success (H. Hoel et al., 2003;
T. Creasy and A. Carnes, 2017).

The consequences of bullying and cyberbullying conducts impact the productivity and profitability of
businesses adversely, in addition to other financial and organizational costs associated with them. As
already explained, the victims may also suffer significant health damages that - besides being harmful
and negative per se - force them to be absent from work. The cost of employee absence due to bully-
ing and harassment in Canada has been estimated at around $19 billion per year (D. Marshall, 2016).
Aggressive behaviours can additionally trigger liabilities for employers, and the related financial costs
can be significant.#’ Such costs can include internal investigation costs, mediation costs, but also litiga-
tion and redress costs. For instance, in Canada, Walmart was ordered to pay significant damages to a
worker who was a victim of bullying.*® Some authors have used this case as a reference to warn other
organizations to treat bullying issues diligently (N. Gupta, 2014).

Bullying can also lead to higher staff turnover (N. Djurkovic et al., 2004; H. Hoel et al., 2011, pp. 133-
135), which can be time-consuming and expensive for employers. Continuously recruiting and train-
ing new employees is associated with additional replacement and training costs. In an Irish study, 60
per cent of respondents had considered leaving their jobs due to bullying - 15 per cent actually left
(P. O'Connell et al., 2007, p. 11-12). Finally, bullying and cyberbullying may also generate reputational
damage for businesses (N. D'Souza et al., 2017, p. 15). A negative reputation in this area may also sig-
nalize to prospective employees that they may not be sufficiently valued and respected in a particular
working environment, something that could discourage the best candidates from applying for or ac-
cepting positions in an organization. Additionally, instances where third parties are victims of bullying
or cyberbullying conducts also bring reputational damage to businesses.

Itis evident, therefore, that bullying has detrimental consequences well beyond the already very severe
implications on victims. Cyberbullying, according to a recent study, “has a potentially broader scope of
harm for the targets and organisations involved” (N. D'Souza et al., 2017, p. 3). Accordingly, measures
against these types of behaviours can be in the interest of employers, workers and societies at large.

The case to consider third parties as victims of violence in the world of work

The discussion above has shown the potential for severe and widespread implications of bullying and
cyberbullying in the world of work, which add to the already grave consequences on the victims. In
this respect, it is also worth examining the issue of third parties. Subjects such as customers, clients,
users, suppliers, etc. can, of course, be perpetrators of violence and harassment in the world of work.
Some existing policies already cover this issue (see, for instance, examples in European Social Partners,
2011). There is, however, a shortage of material in labour policies, regulation and studies that address
violence and harassment, including through ICT tools, suffered by third parties.

Of course, these behaviours may fall in the scope of civil, commercial and criminal regulation, as the
case may be. Nonetheless, the features of violence and harassment in the world of work and their po-
tential pervasiveness that, as argued in this study, go beyond the physical and temporal barriers of
workplaces and working shifts call for a holistic approach in policy that warrants considering unaccept-
able conducts against third parties in the world of work also as a work-related issue.

47 See, for instance, the decision of the Supreme Court of the United Kingdom, Mohamud v Wm Morrison Supermarkets, Plc,
[2016] UKSC 11.
4 Boucher v. Wal-Mart Canada Corp., 2014 ONCA 419.
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Firstly, this is because if workers perpetrate violence or harassment against a third party, also via ICT
tools, they may trigger the vicarious liability of the employer vis-a-vis the third party, under existing
laws and practices. These behaviours may also result in disciplinary action of employers against the
workers who are the perpetrators. The need to assess the facts to determine responsibilities and take
appropriate action - which may be even more complicated when ICT tools are involved (imagine cyber-
bullying conducts perpetrated through a social media account managed by several persons) - would
most likely fall in the realm of labour regulation.

Besides, a third party can suffer violence and harassment while being at work, as in the case of the
worker of a client company being bullied by the worker of a business providing service to this compa-
ny (or vice versa).

Commercial, criminal, civil and labour legal issues would, in these case, be intertwined, something that
calls upon regulators and policymakers to pay heed to the world-of-work implications of unacceptable
conducts also when dealing with criminal, commercial and civil regulation.

Finally, as mentioned above, conducts such as bullying and cyberbullying can harm and generate stress
also to bystanders (W. Martin and H. La Van, 2010, p. 179). Unacceptable conducts against third par-
ties, therefore, can also hurt workers, managers, and employers who witness them or have to take
care of the victims, something which again shows how these conducts bear relevance in the world of
work. Importantly, unacceptable behaviours perpetrated through ICT tools can have repercussions
also through multiple accesses to ICT-mediated contents. For instance, when co-workers, managers
and employers have to access to a specific piece of communication to ascertain and evaluate respon-
sibilities, the risk of hurting other people beyond the immediate target of the action can be magnified.

It is, therefore, critical that policies and regulations on violence and harassment in the world of work
also take into account third parties as both potential perpetrators and victims of unacceptable actions,
including those committed through ICT tools.

In this respect, it is worth noting that the ILO Violence and Harassment Convention, 2019 (No. 190) ex-
plicitly mandates that, where applicable, measures and policies to prevent and eliminate violence and
harassment in the world of work “should take into account violence and harassment involving third
parties”. This wording arguably covers both the situation in which third parties are the perpetrators
and the situation in which they are the victims of unacceptable conducts.*® This is an important step
forward, which can inspire policy and lawmakers to adopt a holistic approach that considers violence
and harassment against third parties also as work-related issues.

4 Violence and Harassment Convention, 2019 (No. 190), Article 4. See also the Violence and Harassment Recommendation,
2019 (No. 206), Paragraph 8.
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> 3 Regulatory instruments concerning
bullying and cyberbullying around
the world

> Sources of anti-bullying requlation adopted in different legal
systems

Bullying at the workplace has been dealt with through many instruments, varying at the country level.
It can be stressed that there is a dichotomy of such instruments, concretely between regulatory and
unilateral ones. Regulatory instruments can be statutory provisions or collective agreement provisions
directly addressing bullying. On the other hand, the unilateral anti-bullying measures often take the
form of enterprise policies, such as code of practices.

Legal systems can provide for a range of options for victims to protect themselves against bullying in
the world of work. Some jurisdictions introduced explicit provisions on anti-bullying protection, while
others offer provisions that can nevertheless offer legal remedies to victims. It is, in fact, important to
notice that while some regulatory instruments may not mention “bullying” explicitly, some bullying be-
haviours may nonetheless fall under the definition of other aggressive conducts, such as “harassment”.>

Provisions that explicitly reference bullying or harassment can be included into general labour or civil
law statutes or labour codes. Jurisdictions that have taken this approach are, among others, Austral-
ia,”' Canada (Federal),*? Chile,>* Céte d'Ivoire,> Croatia,>® France,*® French Polynesia (France),”” Guinee,®

50 An example is Italy, where article 2087 of the Civil Code directs employers to take all measures necessary to safeguard their

employees’ physical and moral integrity. Bullying or harassment is not mentioned explicitly, but this article includes meas-
ures to prevent moral harassment. See: http://hudoc.esc.coe.int/eng?i=2014/def/ITA/26/2/EN [Sept. 2019].

51 Anti-Bullying Measures in Schedule 3, Fair Work Amendment Act 2013. It amends Chapter 6, part 6-4B of the Fair Work
Act 2009. Australian Work Health and Safety Acts can, however, also deal with bullying through the employer’s duty of care.
See, Safe Work Australia, Guide for preventing and responding to workplace bullying, 2016.

52 An Act to amend the Canada Labour Code (harassment and violence), the Parliamentary Employment and Staff Relations
Act and the Budget Implementation Act, 2017, No. 1, SC 2018, ¢ 22, amending Subsection 122(1) of the Canada Labour
Code.

5 Law no. 20607 of 8 August 2012 modifies the Labour Code, sanctioning practices of labour harassment (acoso laboral) in
addition to those of sexual harassment (acoso sexual).

5 Art. 5 Code du Travail, edition 2017.

% Art. 134 Labour Act 2014.

% Livre ler, Titre V, Chapitre Il on harcélement moral, Labour Code.

57 Art. 1141-1 — 1141-4 Code du Travail.

5% Art. 8 Code du Travail, edition 2014.
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Mexico,* New Caledonia (France),®® Portugal,® Quebec (Canada),®? Saskatchewan (Canada),®® Slovenia,5
Spain® and Turkey.%¢

Some legal systems like Alberta (Canada),®” Belgium,®® Norway®® and Venezuela,” instead, integrate
their provisions in occupational safety and health (OSH) law. Sweden incorporated measures on vic-
timization in the provisions on Organisational and social work environment (AFS 2015: Eng).”" Relevant
provisions may be included in equal opportunities Acts or anti-discrimination Acts as done by Albania,”
Austria,” Bosnia and Herzegovina,”* Bulgaria,” Italy,”® Norway,”” Slovakia,”® Spain’® and the United King-
dom.® In addition, legislation such as the British Columbia’s (Canada) Workers Compensation Act can
also be aimed at fighting bullying or harassment;®" human rights instruments can also be used, as it
is the case in New Zealand.®

Some legal systems have adopted specific instruments dealing with bullying or harassment at work.
This is the case of the Law on Prevention of Harassment at Work in Serbia® and Colombia® or of a spe-
cific ministerial act in the Democratic Republic of Congo® and a Law on Protection from Harassment
at the Workplace in North Macedonia.®

In Luxembourg, anti-bullying measures are instead included in a collective agreement that was later
given general application.?” Luxembourg is not the only country. The social partners in France, for in-

59 Art. 30 bis, 133 Xll and XlIl and 994 VI, Ley Federal del Trabajo, regulating against both hostigamiento and acoso sexual.

8 Livre |, Titre |, Chapitre IV, Art. 114-1 - 114-8 Code du Travail.

61 |n particular Law no. 73/2017 which strengthens the legislative framework for the prevention of harassment by amending
the Labour Code; General Labour Law in Public Functions and the Labour Procedure Code; article 29 of the Labour Code
generally prohibits harassment in the private sector.

62 “Psychological harassment” in Chapter IV, Division V.2 and Chapter V, Division 1.1 Act respecting labour standards.

63 The Saskatchewan Employment Act, SS 2013, ¢ S-15.1, 3-1(1).

8 Article 6 (a) of the Employment Relationship Act.

8 Article 4, §1, sub-clause e, the Law of the Statute of Workers (“harassment on grounds of racial or ethnic origin, [...1").

% Art. 417 Code of Obligations (Turk Borglar Kanunu No. 6098). According to T. Centel, the provision addresses “psycholog-
ical harassment”, which includes mobbing. See: T. Centel, 2017, p. 125.

87 QOccupational Health and Safety Act, SA 2017, ¢ O-2.1 (See description of harassment).

8 Art. 32/2-32sexiesdecies Law on the wellbeing of workers in the performance of their work (Loi relative au bien-étre des tra-
vailleurs lors de I'exécution de leur travail).

% The Norwegian Working Environment Act of 17 June 2005 refers to harassment in section 2-3, 4-3 and 13-1 without defin-
ing it.

70 Section 56 Ley organica de prevencion, condiciones y medio ambiente de trabajo.

71 Organisatorisk och social arbetsmiljo (AFS 2015:4), foreskrifter.

72 Art. 12 §2 Law no. 10.221 of 4 February 2010 on protection from discrimination. The article deals with “annoyance”. The
definition pursuant to article 3 resembles “bullying” and “harassment”.

73 “Belastigung” in sections §8a, §16 and §19 Bundesgesetz Uber die Gleichbehandlung im Bereich des Bundes.

74 Art. 4 of the Law on Prohibition of Discrimination, Official Gazette No. 59/09, published 28 July 2009.

75 Artt. 5 and 17 of the Law on Protection against Discrimination deal with harassment.

76 “Molestie” in art. 2 Decreto Legislativo 9 luglio 2003, n. 216.

77 Section 13 Equality and Anti-Discrimination Act also covers harassment.

78 Section 2 juncto sections 6 and 7 Act 365/2004 of 20 May 2004 on Equal Treatment in Certain Areas and Protection against
Discrimination, amending and supplementing certain other laws (Antidiscrimination Act).

79 Art. 7 Organic Law 3/2007, of 22 March, for the effective equality of women and men. This article only deals with sexual
harassment and harassment on the grounds of sex.

80 Art. 26, the Equality Act 2010.

81 Section 5.1 (1) (a) (ii) Workers Compensation Act [RSBC 1996] Chapter 492.

8 Section 62 (on sexual harassment) and 63 (on racial harassment) Human Rights Act 1993. See also Section 3 Harassment
Act 1997.

8 Act of 26 May 2010 on the Prevention of Harassment at Work, also see:

http://hudoc.esc.coe.int/eng?i=2014/def/SRB/26/2/EN [Sept. 2019]. A Code of Conduct for employers and employees
with regard to bullying in the workplace has been adopted by the Minister of Labour.

8 Ley 1010 de 2006 Por medio de la cual se adoptan medidas para prevenir, corregir y sancionar el acoso laboral y otros
hostigamientos en el marco de las relaciones de trabajo.

8 Arrété ministériel n® 12/CAB.MIN/TPS/114/2005 du 26 octobre 2005 portant interdiction du harcelement sexuel ou moral
dans I'exécution d’'un contrat du travail.

8  Law on Protection from Harassment at the Workplace (Official Gazette No. 79/2013) and its amendments (Official Gazette
No. 147/2015). The authors have not found a translated copy. See, however, the Country report of the European network
of legal experts in gender equality and non-discrimination, http://ec.europa.eu/newsroom/document.cfm?doc_id=41874
[Sept. 2019].

8 Reglement grand-ducal du 15 décembre 2009 portant déclaration d'obligation générale de la convention relative au harcéle-
ment et a la violence au travail conclue entre les syndicats OGB-L et LCGB, d'une part, et I'UEL, d'autre part.
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stance, also concluded a comprehensive national collective agreement on 26 March 2010.8 The Nation-
al Labour Foundation in the Netherlands, which gathers the three peak trade union federations and
three peak employers’ associations, instead, developed a recommendation on the matter.?®

Importantly, some legal systems offer remedies in general anti-harassment instruments, which can
also encompass work-related conducts. This is the case, for instance, in New Zealand,*®® Singapore®’
and the United Kingdom.*?

Some regional instruments are also of importance. The EU has incorporated provisions against har-
assment into its anti-discrimination legislation.?® Article 26 of the Revised European Social Charter of
the Council of Europe, instead, mandates adequate prevention and protection against sexual harass-
ment. % It also obliges the ratifying States “to promote awareness, information and prevention of re-
current reprehensible or distinctly negative and offensive actions directed against individual workers
in the workplace or in relation to work and to take all appropriate measures to protect workers from
such conduct.” The European Committee of Social Rights (ECSR), a body supervising the application
of the Charter, has clarified that the protection of employees against moral harassment at work shall
include “the right to challenge the offensive behaviour before an independent body, the right to ob-
tain adequate compensation and the right not to be discriminated for having pursued the respect of
these rights.”® The latter can be interpreted more broadly as a right not to be retaliated against for
availing oneself of these rights.”

Finally, soft law and administrative sources can also be used to counter bullying. The Irish Health and
Safety Authority issued a Code of Practice for Employers and Employees on the Prevention and reso-
lution of Bullying at Work (Health and Safety Authority, 2007). Safe Work Australia published a guide
for preventing and responding to workplace bullying (Safe Work Australia, 2016). The Spanish Ministry
of Labour and Immigration has provided labour inspectors with guidelines on bullying and violence
at work.%®

Anti-cyberbullying requlation adopted in different legal
systems

Some regulatory instruments already specifically focus on acts that can correspond to cyberbullying.
Examples found so far include New Zealand’s Harmful Digital Communications Act,*® Nova Scotia (Can-

8  Accord du 26 mars 2010 sur le harceélement et la violence au travail, https://travail-emploi.gouv.fr/IMG/pdf/accord-harcele-
ment-violence-2010-2.pdf [Sept. 20191.

8 Stichting van de Arbeid, Aanbeveling intimidatie en geweld op het werk, 5 November 2008, nr. 4/08.

% Harassment Act 1997.

91 The Protection from Harassment Act, 2014 in Singapore.

% Protection from Harassment Act 1997.

% Art. 2.3 Council Directive 2000/78/EC of 27 November 2000 establishing a general framework for equal treatment in em-
ployment and occupation refers to “harassment” as a form of discrimination when unwanted conducts are based on pro-
hibited grounds.

% Art. 26 §1 European Social Charter (Revised).

% Art. 26 §2 European Social Charter (Revised). See also, the 7" edition of collected texts on the European Social Charter
(Council of Europe, 2015). This publication (p.164) gives two useful examples: “An example illustrating this would be that
of a worker who for reasons of hostility on the part of the employer and/or his colleagues, is systematically excluded from
discussions relating to the organisation of work to which his colleagues are invited to take part. Another example could be
not giving a worker an office or duties corresponding to his grade and functions for similar reasons.”

% Art. 26§2 Digest of the case law of the European Committee of Social Rights, 1 September 2008, available at: https://
rm.coe.int/168049159f [Sept. 2019].

97 Conclusions of the Committee, 2014 — Lithuania — Article 26-2,

http://hudoc.esc.coe.int/eng?i=2014/def/LTU/26/2/EN [Sept. 20191.

% Ministerio de Trabajo e Inmigracion, Criterio técnico 69/2009 sobre las actuaciones de la inspeccion de trabajo y segu-
ridad social en materia de acoso y violencia en el trabajo, http://www.mitramiss.gob.es/itss/ITSS/ITSS_Descargas/Aten-
cion_ciudadano/Criterios_tecnicos/CT_69_2009.pdf.

99 Harmful Digital Communications Act 2015, available at:

http://www.legislation.govt.nz/act/public/2015/0063/latest/whole.htmI#DLM6124401 [Sept. 2019].
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ada)'s Intimate Images and Cyber-protection Act,'® Pakistan’s Prevention of Electronic Crimes Act,™
and North Carolina (USA)'s School Violence Prevention Act.’® All these acts, but the acts on cyberbully-
ing against school employees, have a general application and they are thus not meant to govern situ-
ations of cyberbullying at work solely. Still, they may apply in the world of work by their general scope.

According to North Carolina’s General Statutes, students and school employees in the context of elemen-
tary and secondary education are protected against (cyber)bullying and harassing behaviour of other
school employees or students.' A student who is convicted for cyberbullying a school employee shall
also be transferred to another school within the local school administrative unit, or - if there is not an
appropriate alternative school - be transferred to a different class, or assigned to another teacher.'*

Furthermore, the State’s General Police Regulations provided a general penalty for persons guilty of
cyberbullying.’® The provision was, however, ruled unconstitutional because a court found that “the
statute [violated] the First Amendment’s guarantee of the freedom of speech.”'% Section 4 of the School
Violence Prevention Act 2012 has, besides the general penalty, added a specific penalty for students
who cyberbully school employees.’””

Utah (USA) similarly addresses “bullying” involving a school employee or student intentionally com-
mitting a written, verbal, or physical activity with certain well-defined effects against another school
employee or student.'® A detailed definition of “cyberbullying” is also given.'®

Not every state, however, explicitly protects teachers. New Jersey (USA), for instance, introduced the
Anti-Bullying Bill of Rights Actiin 2011, as the successor to a public school anti-bullying statute that had
already been amended in 2007 to include cyberbullying.’® The Act indicates that “harassment, intimi-
dation or bullying” can mean any gesture, any written, verbal or physical act, or any electronic commu-
nication."” The personal scope - in contrast, for example, to North Carolina’s - is limited to cyberbul-
lying suffered by students. The Bills that were recently proposed to strengthen schools’ anti-bullying
policies would not alter this limited personal scope.'? The New Jersey (USA) Code of Criminal Justice
also criminalizes cyber-harassment.™?

190 Intimate Images and Cyber-protection Act 2017, available at: https://nslegislature.ca/legc/bills/63rd_1st/1st_read/b027.htm
[Sept. 2019].

101 The Prevention of Electronic Crimes Act, 2016, available at:

http://www.na.gov.pk/uploads/documents/1470910659_707.pdf [Sept. 2019].
192 The School Violence Prevention Act 2012, available at:
https://www.ncleg.gov/enactedlegislation/sessionlaws/pdf/2011-2012/s12012-149.pdf [Sept. 2019].

103 N.C. Gen. Stat. Ann. § 115C-407.15.

104 N.C. Gen. Stat. Ann. § 115C-366.4.

105 N.C. Gen. Stat. Ann. § 14-458.1.

106 State of North Carolina v. Robert Bishop, 368 N.C. 869.

197 °N.C. Gen. Stat. Ann. § 14-458.2. According to some commentators, however, this more specific provision might also violate
the First Amendment or the “void-for-vagueness principles encompassed in the Due Process Clause” (J. L. Seay, 2015, p.
392).

108 Utah Code Ann. § 53G-9-601 (West).

109 “(4) “Cyber-bullying” means using the Internet, a cell phone, or another device to send or post text, video, or an image with
the intent or knowledge, or with reckless disregard, that the text, video, or image will hurt, embarrass, or threaten an indi-
vidual, regardless of whether the individual directed, consented to, or acquiesced in the conduct, or voluntarily accessed
the electronic communication.”

Public Education Definitions Coordination, 2019 Utah Laws H.B. 28 (West's No. 293).

10 N.J. Stat. Ann. § 18A:37-13.1 (West).

11N, Stat. Ann. § 18A:37-14 (West).

1122018 New Jersey Assembly Bill No. 5270 and 2018 New Jersey Senate Bill No. 3433.

1132014 New Jersey Revised Statutes, Title 2C-The New Jersey Code of Criminal Justice, Section 2C:33-4.1-Crime of cyber-har-
assment is reported in the Appendix below and it is accessible at:

https://law.justia.com/codes/new-jersey/2014/title-2¢/section-2¢c-33-4.1/ [Sept. 2019].
This Act also specifically mentions the intention to “emotionally harm a reasonable person or place a reasonable person
in fear of physical or emotional harm to [their] person” (see Point 1.a. (2) of Section 2C:33-4.1).
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New Zealand recently introduced an Act that specifically covers situations of cyberbullying. It has an
encompassing scope since it includes all forms of electronic communication (beyond social media).
The Act provides for both criminal and non-criminal remedies. Criminal remedies can take place di-
rectly after the cyberbullying conduct, while non-criminal remedies are mainly used to remove pub-
licly available harmful content. The Act also allows courts to request an online content host to identify
the author of anonymous or pseudonymous communication.' In a recent judicial case, the Act was
applied to sanction a person who had posted offensive material about a former partner, also compro-
mising her employment. ''®

In 2016, Pakistan enacted legislation providing for imprisonment up to three years or a fine for acts of
“cyber stalking”. Conducts of cyberbullying at work can also arguably fall in the scope of this offence."”
Some observers, however, argued that the Act “is drafted in overly broad and vague language” (Digi-
tal Rights Foundation, 2017) and that this vagueness might also cause the Act to be unconstitutional
(F. Daudpota, 2016).

Issues concerning adequate drafting of Acts dealing with unacceptable conducts perpetrated through
ICT tools are not rare. Besides the examples mentioned above, the Supreme Court of Nova Scotia
(Canada) had declared the Cyber-safety Act 2013 unconstitutional because of the definition given to
“cyberbullying”. According to the Court, this definition made the Act “over-inclusive” and in violation
of the rights to freedom of expression and to liberty enshrined in the Canadian Charter of Rights and
Freedoms 1982."8

The more recent Nova Scotia (Canada)'s Intimate Images and Cyber-Protection Act 2017 creates “civil
remedies to deter, prevent and respond to the harms caused by non-consensual sharing of intimate im-
ages and cyber-bullying”."® The Act, at the same time, aims to preserve freedom of thought and speech,
as well as to provide assistance through an agency if citizens want to respond against “non-consensual
sharing of intimate images and cyber-bullying”."? If cyberbullying is identified, courts can, for example,
declare that a certain communication amounts to cyberbullying, prohibit the perpetrators from doing
this type of communications, order general, special, aggravated or punitive damages and prohibit the
perpetrators from future contact with the applicant or another person. Courts can also order to reveal
to the victim information that may help identify the perpetrator and to take down or disable access to

114 Harmful Digital Communications Act 2015, available at:
http://www.legislation.govt.nz/act/public/2015/0063/latest/whole.htmI#DLM6124401 [Sept. 2019]. Data tables provided for
by the government indicate that 18 charges for Harmful Digital Communications Act offences have been lodged in 2015-16,
85 in 2016-17 and 107 in 2017-18 (Stats NZ, 2018). See: https://www.justice.govt.nz/justice-sector-policy/research-data/
justice-statistics/data-tables/#harmful-digital [Sept. 2019].
115 Section 19 Harmful Digital Communications Act 2015, available at:
http://www.legislation.govt.nz/act/public/2015/0063/latest/whole.htmI#DLM6124401 [Sept. 2019].
116 New Zealand Police Department of Corrections v. Gavin Powell, CRI-2017-087-000516 [2017] NZDC 22077 accessible at:
http://www.districtcourts.govt.nz/assets/unsecure/2018-05-07/1dc45a6e35/2017-NZDC-22077-New-Zealand-Police-v-
Powell.pdf [Sept. 2019].

117 Cyber stalking is defined as: “to coerce or intimidate or harass any person, use information system, information system net-
work, the Internet, website, electronic mail or any other similar means of communication to - (a) follow a person or contacts
or attempts to contact such a person to foster personal interaction repeatedly despite a clear indication of disinterest by
such person; (b) monitor the use by a person of the internet, electronic mail, text message or any other form of electronic
communication; (c) watch or spy upon a person in a manner that results in fear of violence or serious alarm or distress, in
the mind of such person; or (d) take a photograph or make a video of any person and displays or distributes it without his
consent in a manner that harms a person.” Section 21 Prevention of Electronic Crimes Act, 2016.

118 Crouch v. Snell, 2015 NSSC 340, 2015 CarswellNS 995. Under the Cyber-safety Act, “(b) "cyberbullying" means any elec-
tronic communication through the use of technology including, without limiting the generality of the foregoing, computers,
other electronic devices, social networks, text messaging, instant messaging, websites and electronic mail, typically repeated
or with continuing effect, that is intended or ought reasonably be expected to cause fear, intimidation, humiliation, distress
or other damage or harm to another person's health, emotional well-being, self-esteem or reputation, and includes assisting
or encouraging such communication in any way”.

119 Cyberbullying is defined as “an electronic communication, direct or indirect, that causes or is likely to cause harm to another
individual's health or well-being where the person responsible for the communication maliciously intended to cause harm
to another individual’'s health or well-being or was reckless with regard to the risk of harm to another individual’s health or
well-being, and may include (i) [...] or (x) communications that incite or encourage another person to do any of the forego-
ing.” Section 3 Intimate Images and Cyber-Protection Act, 2017.

120 [ .1 (b) uphold and protect the fundamental freedoms of thought, belief, opinion and expression, including freedom of
the press and other media of communication; and (c) provide assistance to Nova Scotians in responding to non-consensu-
al sharing of intimate images and cyber-bullying.” Section 2 ibid.
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the communication. Furthermore, they can refer the matter to dispute-resolution services, and issue
any other order that is “just and reasonable”.’

121 Section 6 ibid.
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> Analysis of anti-bullying measures
and of their potential to cover
cyberbullying practices

> Types of anti-bullying measures

The existence of anti-bullying provisions is undoubtedly crucial for victims to have “the right to chal-
lenge the offensive behaviour”, borrowing the words of the ECSR reported at Subchapter 3.1 above.
At the same time, it is of equal importance for individuals to work in environments that are designed
to minimize the risk of suffering offensive behaviours in the first place.'? This is why preventive meas-
ures are of equal importance, not only for individuals but also for the overall functioning of the organ-
ization. Indeed, as indicated above, prevention can also protect firms from the negative implications
of bullying and cyberbullying.

In light of this, initiatives that aim at raising awareness on unacceptable conducts in the world of work,
including bullying and cyberbullying, are an essential first step.’?* More institutionalized or systematic
preventive measures are, however, recommendable. Within the framework of the Spanish Organic Law
3/2007 on the effective equality of women and men, for instance, companies must promote working
conditions that prevent sexual harassment and, to this end, they must establish specific procedures for
its prevention.’?* Risk prevention about bullying, regardless of the reason, is also an obligation under
Belgian law.'? The Swedish provisions on organizational and social work environment mandate proce-
dures to counter conditions in the work environment that could give rise to victimization.'?

Prevention is indeed essential for both individuals and businesses, and the provisions just mentioned
indicate that national legislators are aware of its importance. Research and practice, however, show
that, despite preventive mechanisms, bullying and harassment continue to affect workers, employers,
managers and other individuals. As such, measures to redress harm are also vital for victims. More-
over, it can also be argued that measures of redress also have an implicit preventive function, since
the prospect of sanctions or compensation of damage can deter some perpetrators from engaging in
unacceptable conducts.

An example of this interplay between prevention and redress can be observed in the employer’s duty
of care that can be found in many legal systems. This duty typically implies a right to compensation for
injured parties and, therefore, at the same time, incentivizes employers to take preventive measures to
limit such risks. Examples of workers invoking the employer’s duty of care to obtain redress for unac-
ceptable conducts at work can be found in comparative legal analysis. A digest of Belgian case law on
violence, bullying and sexual harassment at work, for instance, mentions that in at least three cases,

122 According to the ECSR, “Article 2682 requires States Parties to take adequate preventive measures against moral harass-
ment. In particular, they should inform workers about the nature of the behaviour in question and the available remedies.”
http://hudoc.esc.coe.int/eng?i=2010/def/MLT/26/2/EN [Sept. 2019].

123 In Norway, the Prime Minister launched a nationwide campaign against workplace bullying “Working without bullying”
2005-2007. It included a TV campaign and a wide-ranging training programme for union representatives and managers,
http://www.jobbingutenmobbing.no/ [Sept. 2019]. A National Plan for Equality, Gender, Citizenship and Non-Discrimina-
tion in Portugal also raised awareness for sexual harassment and other forms of harassment. See http://hudoc.esc.coe.int/
eng?i=2014/def/PRT/26/2/EN [Sept. 2019].

124 Art. 48.

125 Art. 32/2 Law on the wellbeing of workers in the performance of their work.

126 Section 13 Swedish Work Environment Authority provisions on organizational and social work environment, with general
recommendation on application thereof (AFS 2015:4)

https://www.av.se/globalassets/filer/publikationer/foreskrifter/engelska/organisational-and-social-work-environ-
ment-afs2015-4.pdf.
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judges agreed that bullying had taken place, but did not order the employer to pay damages, since
the employer had made all possible efforts to find a solution to the situation even if it did not lead to
a positive result.’? This outcome is due to the provisions of the Code pénal social. Article 122 provides
a penal sanction for employers who (i) do not take the appropriate measures once the issue has been
brought to their attention and (ii) do not take the necessary protective measures.'?®

An Australian case also shows that, in common law jurisdictions, an employer’s duty to provide and
maintain a working environment that is safe and without risk to health can be derived from company
policies and be incorporated into the contract of employment, thereby becoming a contractual obli-
gation (S. Penning, 2008). In Goldman Sachs JBWere Services Pty Ltd v Nikolich, the Federal Court of
Australia ruled that based on an internal policy document, the employer had the responsibility to pro-
vide a safe work environment. The Court referred to several factors to substantiate its view.'? Still, it
has been noted that employers reacted to this ruling by explicitly stating in company policies that they
merely provide for non-binding directives, to minimize the risk these documents trigger legal obliga-
tions that can be incorporated into employment contracts (C. Langos and M. Giancaspro, 2017, pp. 9-10).

Measures to make duties of care mandatory in national legal systems may arguably be necessary to
ensure that these duties are not unilaterally set aside, something which could materially weaken the
protection of workers, employers, and societies at large against unacceptable conducts at work.

In addition to the duty of care, other redressive measures can be based on specific torts, criminal or
employment law provisions, including the possibility of setting up internal dispute resolution mecha-
nisms. In France, for instance, the Labour Code contains provisions on mediation procedures in case
of harassment,'® while criminal sanctions, including imprisonment and a fine, are included in the Pe-
nal Code." Bullying behaviours may amount to a criminal offence under the Spanish Penal Code.'?
The Singaporean Protection from Harassment Act, 2014, instead, is an example of how harassment as
a general offence can be used in the world of work.'3

Remedies do not solely originate from criminal law. In the Netherlands, for instance, workers can file a
complaint against their employers to the Social Affairs and Employment Inspectorate, which general-
ly supervises working conditions and working hours, but also addresses complaints about bullying.'

Article 14 of the Labour Inspection Convention, 1947 (No. 81) notes that labour inspectorates must be
notified of industrial accidents and occupational disease as prescribed by national laws and regula-
tions. Inspectorates have increasingly focused on stress, harassment, and bullying in the workplace as
an essential part of occupational safety and health (ILO CEACR, 2006, p. 4). For instance, in the Gene-
va Canton (Switzerland), workers who are harassed and do not receive help from their employer can

127X, Violence et harcélement moral ou sexuel au travail — jurisprudence. Available at: http://www.emploi.belgique.be/publi-
cationDefault.aspx?id=42780 [Sept. 2019]. p. 14.

128 Art. 122 Code pénal social: “Les mesures de prévention relatives a la prévention des risques psychosociaux au travail[:]

Est puni d'une sanction de niveau 3, I'employeur, son préposé ou son mandataire qui, en contravention a la loi du 4 ao(t
1996 relative au bien-étre des travailleurs lors de I'exécution de leur travail et a ses arrétés d'exécution : [...] 5° ne prend
pas les mesures conservatoires nécessaires lorsque la gravité des faits de violence ou de harcelement moral ou sexuel au
travail I'exige;

6° ne met pas en place des procédures directement accessibles au travailleur qui estime subir un dommage découlant
de risques psychosociaux au travail et qui sont conformes aux dispositions fixées par le Roi; [...]".

129 “Those factors included: (1) the nature of the term, and the obligation(s) it imposes, and whether the term is of a kind nor-
mally found in employment contracts; (2) the language of the term and whether it speaks in terms of firm duties or obliga-
tions rather than generalised or aspirational objectives; (3) the time at which the policy document was made available to
the employee; and (4) whether the employee was required to read the policy and indicate understanding and acceptance
of the same through signature” (C. Langos et al., 2017, pp. 8-9).

130 Art. L.1152-6 CT. For a report on the use and adequacy of mediation in cases of bullying and harassment, see R. Saundry
etal., 2013.

131 Acts that may correspond to bullying are considered a criminal offence in article 222-33-2 of the Criminal Code.

132 Art. 173/1 Spanish Penal Code.

133 The Act gives illustrations. One of those refers to the situation in which “X and Y are co-workers. At the workplace, X loudly
and graphically describes to the other co-workers X's desire for a sexual relationship with Y in an insulting manner. X knows
that Y is within earshot and intends to cause Y distress. Y is distressed. X is guilty of an offence under this section.” Section
3 covers “intentionally causing harassment, alarm or distress”. The example can be found under the illustrations in section
3 of the Protection from Harassment Act, 2014.

134 The complaint is grounded on the employer’s neglect for working conditions and can result in “high fines”. Information is
available at: https://www.inspectieszw.nl/onderwerpen/pesten [Sept. 2019].
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ask support to the Cantonal Labour Inspectorate.'® The latter mainly focus on prevention and coun-
selling, but penal sanctions can be pursued in severe cases (Office cantonal de l'inspection et des re-
lations du travail, 2018).

Addressing cyberbullying through existing measures
against bullying and other unacceptable conducts

The existence of domestic legislation addressing conducts of cyberbullying, discussed at Subchapter
3.2 above, indicates that this phenomenon has already become a matter of concern for regulators.
Considering current technological advancements, the use of ICT at work is likely to become even more
pervasive, enhancing the likelihood of cyberbullying being committed and augmenting the associated
risks for workers, employers and third parties. Because of this, it may be opportune to take regulatory
initiatives that specifically address acts that correspond to cyberbullying, thereby signalling both po-
litically and institutionally that these acts are just as unacceptable as any other act of violence or har-
assment (K. Lippel, 2010, p. 13).

These initiatives may be based on an evaluation of current legislative frameworks to verify whether
they are up to date to deal with unacceptable conducts committed through ICT."3¢

In Australia, the Bowker case'” represents a positive example of how existing anti-bullying instruments
can be interpreted to include instances of cyberbullying. The Australian Fair Work Act prohibits bul-
lying “at work”.’*® In this judicial case, the aggressive behaviour was carried out through a series of
Facebook posts. The Fair Work Commission adopted a notion of being bullied “at work” that was not
confined to the “physical workplace”, and held that there was no requirement for the worker to be at
the workplace at the time when the contents were posted online. It sufficed for her to access those
comments while “at work”.

The Commission observed that “the concept of being ‘at work’ encompasses both the performance of
work (at any time or location)” and “when the worker is engaged in some other activity which is au-
thorised or permitted by their employer, or in the case of a contractor their principal (such as being on
a meal break or accessing social media while performing work)".'3

Even if this was sufficient to protect the worker in the case at hand, requiring the contents to be posted
or accessed when “at work” could still fall short of offering adequate protections in instances in which
conducts originating from work affect workers when they are not “at work”. In this respect, the Com-
mission gave a couple of interesting examples. It referred to the case in which a person accesses bul-
lying comments on social media at a time when they are not “at work”. In this case, the Commission
observed, “the behaviour will not fall within the scope of [anti-bullying provisions]” something that
would amount to an “arbitrary” result. It also referred to the possibility that “a worker receives a phone
call from their supervisor about work related matters, while at home and outside their usual working
hours”. In such an instance, the Commission wondered: “[is] the worker ‘at work’ when he or she engag-
es in such a conversation?” According to the Commission “[in] most cases the answer will be yes, but
it will depend on the context, including custom and practice, and the nature of the worker’s contract.”

135 See ch.ch. “Labour disputes: who to contact”, https://www.ch.ch/en/labour-disputes/ [Sept. 2019].

1% |n the United Kingdom, for instance, the House of Lords carried out an investigation that evaluated the use of criminal law
in social media contexts, and concluded that: “the criminal law in this area, almost entirely enacted before the invention of
social media, is generally appropriate for the prosecution of offences committed using the social media” (House of Lords,
2014, p. 6). It also pointed out that protection is also granted to victims of harassment through non-criminal remedies (House
of Lords, 2014, p. 9).

137 Bowker and Others v DP World Melbourne Limited T/A DP World and Others, [2014] FWCFB 9227,

accessible at:

https://www.fwc.gov.au/anti-bullying-benchbook/when-worker-bullied-at-work/what-does-at-work-mean [Sept. 2019].
138 Part 6-4B Fair Work Act (2009).
139 Bowker, cit.
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Arguably, in a world in which work is increasingly carried out anytime and anywhere (Eurofound and
ILO, 2017), the boundaries between work and private life become more and more blurred. In these
circumstances, not only the notion of being physically “at the workplace” becomes inadequate to suf-
ficiently counter unacceptable behaviours, but also the broader notion of being “at work” can fail to
provide adequate protection. The spread of ICT arguably warrants an understanding of violence and
harassment in the world of work that is not bound by specific physical or temporal limits and extends
to conducts that originate - anytime and anywhere - from work. This would include conducts of per-
petrators that have a work-based relation with the victim, including relations with clients, personnel of
a principal or subcontracting company, etc. besides, of course, relations with employers, colleagues,
supervisors and subordinates.

Indeed, sometimes, updating the legislation could be needed to ensure that regulation adequately tack-
les new forms of bullying and harassment, especially when the law predates the widespread use of ICT.

An example in which an existing instrument against bullying failed to provide adequate protection
against cyberbullying can be found in a judgment of the Belgian Cour de Cassation.' The case con-
cerned a woman who visited the toilet in a garage and noticed that a camera had videotaped her. At
the time of the incident, she was at work for her employer and visited the garage in a professional ca-
pacity (O. Vanachter, 2018). The woman argued that being filmed while visiting the toilet could consti-
tute bullying or sexual harassment. According to the Court of Appeal, under Belgian law,'" bullying,
be it physical or psychological, involves “contact” between the victims and perpetrators. The woman
observed that the use of the camera resulted in contact between her and the perpetrator. The Court
of Appeal decided that there had been no “contact”, a judgment also later upheld by the Cour de Cas-
sation (O. Vanachter, 2018). This interpretation of the “contact” requirement arguably renders the cur-
rent legislation materially ineffective against some instances of cyberbullying.'#

This, however, does not mean that the “wheel needs to be reinvented” to tackle these issues. Cyber-
bullying is commonly framed as a continuation of offline bullying; the legislative and other regulatory
provisions that are already in place can constitute a solid basis to start safeguarding workers, employ-
ers and others involved. Certain amendments may be opportune, nonetheless, both to specific legis-
lation on bullying and harassment,’® and more general provisions that can, however, be used to the
advantage of victims of these behaviours. Other instruments concerning bullying and harassment may
likewise have to receive updates. This could be done, for instance, by describing cases of cyberbullying
as examples captured by the relevant company policy, code of conduct, etc.

It also seems equally important for primary legislation and other work-related regulations which tack-
le bullying and harassment, to expand their scope of protection not only to workers but also to other
persons, including individuals exercising the authority, duties or responsibilities of an employer. Signif-
icantly, this is also in line with the approach of the ILO Convention and Recommendation on violence
and harassment and what emerged during the relevant tripartite discussions.'*

140 Cass. 17 January 2018, nr. P.17.0403.F.

141 Art. 32bis juncto 32ter Loi 4 aout 1996 relative au bien-étre des travailleurs lors de I'exécution de leur travail.

142 As a reaction to this case, see, for example, P. Brasseur: “A moins qu'il se satisfasse des dispositions Iégales relatives & la
protection de la vie privée, il incombe a présent au législateur fédéral d'introduire dans le Code pénal une disposition qui
incrimine le comportement inadmissible dont il est ici question” (P. Brasseur, 2018, pp. 240).

143 For an example of how specific legislation on harassment is amended in order to take the cyber element into account, see
Loi n® 2018-703 du 3 aolt 2018 renforgant la lutte contre les violences sexuelles et sexistes (1).

144 Reports of the Standard-Setting Committee on Violence and Harassment in the World of Work: Summary of proceedings,
Provisional Record 8B(Rev.1), International Labour Conference, 2018, 4, 5, 17, 55, 56, 59, etc.
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Conclusion

Thus far, this paper has engaged in the discussion regarding the problematic nature of cyberbullying
at work and whether current legislation and other regulations from various countries can prove ade-
quate to tackle such behaviours. As discussed, the consequences of cyberbullying can affect not only
the victims but also the whole business structure, as well as societies at large. The increasing spread
of ICT in the world of work can augment the risk of occurrence of such a phenomenon.

As argued above, nonetheless, cyberbullying should not be perceived as something entirely discon-
nected from traditional bullying and harassment at work, but rather as a part of these phenomena
that may or may not accompany more traditional manifestations thereof. This understanding has been
crucial in advancing these tentative conclusions.

For lawmakers and public authorities

First of all, it would be opportune to verify that existing regulation adequately encompasses acts of
cyberbullying, having due regard to its peculiarities. Updating some of the existing legislation against
harassment and bullying might be necessary to capture ICT-based abuses. Addressing cyberbullying
in regulation could raise employers’ and workers’ awareness of its seriousness and also provide some
clarity on how to adequately prevent and combat this phenomenon.

Adjudicating bodies could also give adequate interpretations to anti-bullying legislation in the event
of cyberbullying cases. An example mentioned above is the approach of the Fair Work Commission in
Australia, which has interpreted some anti-bullying provisions of the Fair Work Act to be relevant for
some instances of cyberbullying.

The newly adopted Violence and Harassment Convention of the ILO takes all of the above into account.
Cyberbullying in the world of work is covered under article 3(d) of the Convention'* as a situation of
violence and harassment occurring “through work-related communications, including those enabled
by information and communication technologies.” Importantly, no physical or temporal barriers apply
to this provision, which covers all forms of communications, provided they are work-related.®

This instrument, therefore, requires that any ratifying State’s regulation meant at countering unac-
ceptable conducts at work such as bullying, harassment, stalking, etc. be assessed to ensure that con-
ducts perpetrated through ICT are unfailingly included in its scope. It may be necessary, for instance,
that anti-discrimination law also encompasses any act of ICT-enabled aggression that is based on a
prohibited ground. Anti-victimization measures should also protect the victims of cyberbullying. In this
respect, anti-harassment regulation could also be assessed to determine whether it adequately covers
harassing acts occurring through ICT.

In addition to reformulating laws and regulations to encompass cyberbullying, it might be important
for countries whose current domestic regulation only targets acts, including ICT-enabled ones, of har-
assment or bullying that are discriminatory, to examine the possibility to prohibit these behaviours,
regardless of them being based on a prohibited ground. The relevant literature also discussed above
provides ample proof of the very harmful consequences of these unacceptable behaviours, irrespec-
tive of their motives or drivers. These acts should arguably thus be prevented and combated per se
and not only when they are discriminatory.

145 Convention No. 190 "applies to violence and harassment in the world of work occurring in the course of, linked with or aris-
ing out of work: [...] (d) through work-related communications, including those enabled by information and communica-
tion technologies; [...]1".

146 The law and practice report issued by the International Labour Office noted that cyberbullying “can be carried out inside or
outside the physical workplace, leading to confusion over whether the cyber-harassment is related to the world of work or
not” (ILO, 2018a, p. 21). “The Office proposes conserving the broader reference to information and communication tech-
nologies, in order to encompass both cyberviolence and cyberharassment and any other forms of violence and harassment
related to future technologies. The Office also considers that “work-related” can be read broadly and would not be limited
to official means or platforms of communications provided by, or used on behalf of, the employer.” ILO. 2018. Report V(2)
Ending violence and harassment in the world of work, International Labour Conference, 107th Session (Geneva), pp. 27-
28.

33



P ILO Working Paper 1

Victims' access to redress measures should be guaranteed. Given the severe consequences of unac-
ceptable behaviours in the world of work and how the use of ICT can enhance the pervasiveness of
these behaviours and their spread much beyond a single workplace, liability cannot be confined to the
perpetrators or the employer of the victims. Arguably, extending these liabilities in situations where
the contact between the victims and perpetrators is work-related, and also to include the employer of
the perpetrators in these cases (e.g. cases in which a worker of a company victimizes the worker of a
subcontractor) may be contemplated. Examples in line with this approach can be found in legislation
and case law.' Borrowing an expression used in the ILO Violence and Harassment Convention, any
such measures should be “commensurate with [the] degree of control” that can be exerted in the rel-
evant circumstances.

All of the above should also lead to a notion of violence and harassment “in the world of work” that
encompasses work-related conducts “anytime and anywhere” beyond spatial and temporal limits to
combat cyberbullying - a phenomenon that makes it evident how technology can blur the bounda-
ries between private and work life and how aggressive conducts may occur far beyond the confines
of the “workplace”. This necessitates a broad understanding of the “world of work” and of work-relat-
ed issues. Cyberbullying makes it, at the same time, evident that a broad understanding of the possi-
ble perpetrators and victims is also necessary, given how pervasive and far-reaching these conducts
may be. An inclusive definition of “workers” covered by the relevant measures is crucial in this respect
(European Ombudsman, 2018). The rationale of protecting persons from violence and harassment in
the world of work, in fact, lies in the need to protect human dignity'* and the psychical and physical
health and safety of people. Accordingly, protective measures should aim at having the broadest scope
possible and be provided regardless of the employment status or the contractual arrangement of the
potential victims. The ILO Violence and Harassment Convention and Recommendation adopt such an
approach,’™ which is consequent to considering violence and harassment also as possible forms of
“human rights violation or abuse” as stated in the Preamble of the Convention.

A general duty of care of employers concerning harassment and bullying, including through ICT, could
also be set forth expressly in legislation, to encourage preventive and remedial measures in this field.
Measures do not necessarily have to be legislative. For instance, Ireland introduced a “Code of Practice
for Employers and Employees on the Prevention and Resolution of Bullying at Work” that prescribes
specific preventive measures, which if followed entail that the employer complies with the Safety, Health
and Welfare at Work Act 2005."°

Alleviating the burden of proof of the victims, in non-criminal matters, could also be considered as it
might make access to redress measures simpler. Under French law, for instance, once a worker pre-
sents facts that suggest the existence of harassment, it is for the defendants to prove that their actions
do not constitute harassment and that their conducts are justified by objective elements unrelated to
the harassment.™

The need to introduce a generalized duty to remove victims from specific sources of dangers or perpe-
trators from their targets to prevent attacks may also be examined. For instance, if an individual was
subject to unacceptable behaviours coming from particular persons, e.g. a certain supervisor, client,

147 See, for instance, Section 789FC Fair Work Act. Even before this Act was introduced, see, in case law: Naidu v Group 4
Securitas Pty Ltd and Anor, [2005] NSWSC 144. In this case, the Supreme Court of New South Wales (Australia) award-
ed exemplary damages in favour of a person, the employee of a subcontractor, who was subject to severe harassment and
bullying practices by a manager of the principal company. Both the subcontractor and the principal company were held
liable for the damages.

18 Reference to “dignity” or “human dignity” is included in the regulatory provisions against bullying or harassment adopted
in Austria, Belgium, Bosnia and Herzegovina, Bulgaria, Chile, Colombia, Cote d'lvoire, the Democratic Republic of Congo,
the European Union, France, Guinea, ltaly, Lithuania, Luxembourg, New Caledonia (France), Portugal, Quebec (Canada),
Serbia, Slovakia, Slovenia, the United Kingdom.

149 As already noted, Article 2 of Convention No. 190 states: “This Convention protects workers and other persons in the world
of work, including employees as defined by national law and practice, as well as persons working irrespective of their con-
tractual status, persons in training, including interns and apprentices, workers whose employment has been terminated,
volunteers, jobseekers and job applicants, and individuals exercising the authority, duties or responsibilities of an employ-
er” and it applies “to all sectors, whether private or public, both in the formal and informal economy, and whether in urban
or rural areas”. See also ILO, 2019b, p. 8.

150 More specifically their duty under section 8 (2) (b) of this Act and section (13) (1) (e).

181 See Art. L1154-1 Code du travail.
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patron or supplier, they should - at the very least - be allowed not to liaise with the perpetrators in a
professional capacity anymore, not even online, without suffering detrimental consequences.

Rehabilitation measures should furthermore be provided, to support victims to re-enter the workplace,
if necessary (European Ombudsman, 2018). Counselling sessions can be provided in this context.

Effective remedies may have to be guaranteed to workers who lose their jobs for reasons related to
unacceptable conducts.’ The European Committee of Social Rights of the Council of Europe, for in-
stance, asks Members also to indicate whether reinstatement is available for employees that “have
been pressured to resign because of moral (psychological) harassment”>3 or “when the worker has re-
signed because of the moral (psychological) harassment”.'>* Further policy initiatives could also go in
the direction of making co-workers more responsive against bullying (B. Latane and J. M. Darley, 1970
referenced by P. C. Rodkin K. Fischer, 2012, p. 632). This can be done, for example, through empathy
training and education (K. Borkqvist et al., 2000, p. 197; R.P. Ang and D.H. Goh, 2010, p. 395).

Lawmakers could also assess current regulation to verify whether courts and adjudicators are entrusted
with an adequate range of powers to address unacceptable conducts in the world of work. Concerning
redressive measures, the possibility of issuing injunctions to stop certain behaviours or to prohibit fur-
ther aggressions or future contacts with the victims seems to be a crucial element in this field.”™ The
ability to award adequate compensation of damages and sanctions should also be verified.' All these
measures should equally be made available in case the conduct is carried out through ICT, and take
into account that the use of ICT can affect some aspects of aggressive behaviours, such as repetition.”™’

In addition to all this, ensuring that specific measures that target the particular nature of cyberbully-
ing be available to courts and adjudicators should be considered. The review of legislation provided
examples of provisions that allow for orders to take down or disable access to a particular content,’®
to reveal to the victim information that may help identify the perpetrator,’ or enable to demand an
online content host to identify the author of anonymous or pseudonymous communication.'®®

Attention should be paid also to the role of labour inspectorates. Personnel in labour inspectorates
should be adequately equipped to deal with the psychosocial risks at work that are connected with
phenomena like harassment and bullying (D. Tsoukas et al., 2015), also when they occur through ICT
tools. Research is needed to identify mechanisms that can make psychosocial hazards “visible” and al-
low to effectively redress them, along with training, mentoring and resourcing that enables inspector-
ates to apply these mechanisms in practice (R. Johnstone et al., 2011).

Including self-employed workers in the protection against unacceptable conducts in the world of work
may also be carefully considered. Protection from harassment for self-employed workers could start be-
ing provided through anti-discrimination law, which sometimes includes provisions against bullying and
harassment based on prohibited grounds. Anti-discrimination measures may also cover self-employed

152 Conclusions 2014 — Lithuania — Article 26-2, http://hudoc.esc.coe.int/eng?i=2014/def/LTU/26/2/EN [Sept. 2019];
Conclusions 2014 — Portugal — Article 26-2, http://hudoc.esc.coe.int/eng/?i=2014/def/PRT/26/2/EN.
153 Conclusions 2018 — Netherlands — Article 26-2, http://hudoc.esc.coe.int/eng/?i=2018/def/NLD/26/2/EN [Sept. 2019].
1% Conclusions 2018 — Turkey — Article 26-2,
http://hudoc.esc.coe.int/eng/?i=2018/def/TUR/26/2/EN [Sept. 20191.

155 See Section 9 New Zealand Harassment Act 1997 about the application for restraining order; 789FF Australia Fair Work
Act 2009 on the FWC and its capacity to make orders to stop bullying. It is important to note, however, that in Australia, a
“stop-bullying application” cannot be successful if the employment contract has been terminated in the meantime. See
Fair Work Commission, Philip Stone, [2018] FWC 6408 observing that the victim “[...] is no longer an employee and he has
not provided any basis to the Commission which would indicate that there is a prospect of him returning to the workplace
or any other basis where a future risk within the meaning of s.789FF(1)(b)(ii) of the Act could arise.”

1% Section 3 concerning civil remedy United Kingdom Protection from Harassment Act 1997.

157 Section 3.4 New Zealand Harassment Act 1997 as amended by the Harmful Digital Communications Act 2015, See above,
subchapter 1.2.2.

1% Section 6 Nova Scotia, Intimate Images and Cyber-Protection Act, 2017.

159 bid.

160 Section 19 Harmful Digital Communications Act 2015, available at:

http://www.legislation.govt.nz/act/public/2015/0063/latest/whole.htm#DLM6124401 [Sept. 2019]. This can also be done
through non-cybercrime specific legislation. See Section 4 South Africa Protection from Harassment Act, 2011.
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persons.'! If harassment based on discriminatory grounds counts as “a form of discrimination”, conse-
quently, self-employed workers should equally be protected against this form of discrimination.'®? As
discussed above, however, unacceptable conducts such as bullying and harassment should arguably
be prohibited even if they are not based on discriminatory grounds. This would call for the extension
of all existing regulations countering unacceptable conducts in the world of work to self-employed
persons. This objective could also be pursued by ensuring that occupational safety and health meas-
ures that address bullying and harassment, and psychosocial hazards at work also cover the self-em-
ployed. This would arguably be in line with the ILO 2019 Centenary Declaration for the Future of Work,
through which the ILO’s tripartite constituents also committed to “a world of work free from violence
and harassment”. The Declaration affirms: “safe and healthy working conditions are fundamental to
decent work” and “all workers should enjoy adequate protection in accordance with the Decent Work
Agenda, taking into account” also “safety and health at work”. Protecting self-employed workers from
bullying and harassment, also when ICT-mediated, through OSH regulation could thus be a path to
explore to further the objectives of the Declaration. This practice would also be coherent with the Vi-
olence and Harassment Convention, which applies to employees as well as all “persons working irre-
spective of their contractual status” and calls to implement its provisions “including by extending or
adapting existing occupational safety and health measures to cover violence and harassment and de-
veloping specific measures where necessary”.'® Including self-employed workers in OSH regulation
would not be unprecedented. Beyond the Australian provisions mentioned above, which expressly
do so also with regard to bullying, the European Commission recently recalled that at the EU level, “a
[2003] Council Recommendation on self-employed [persons] encourages Member States to promote
their safety and health and include them in the scope of their national legislation”.’®* The Commission
also observed: “[b]efore the adoption of the Council Recommendation, very few Member States includ-
ed [the self-employed] in their national occupational safety and health legislation. Since its adoption,
about half the Member States have included them in their legislation with some variation in the defini-
tion of a self-employed, the scope of the relevant legislation and the extent of their obligations. Mem-
ber States are hereby called to fully implement the Recommendation” (EU Commission, 2017, p. 15).

Measures against unacceptable conducts in the world of work, as already argued, should likewise take
care of “upward"” bullying, also channelled through ICT tools, against supervisors, managers, and em-
ployers, by including these subjects, wherever possible, in the scope of protection, an approach that,
among other things would comply with the ILO Violence and Harassment Convention.

Moreover, as discussed above, the notion of violence and harassment in the world of work should in-
clude violence both perpetrated and suffered by third parties, such as clients, customers, users, etc.
This makes it desirable to coordinate labour, commercial, civil and criminal regulation to ensure ade-
quate protection for third parties who are victims of unacceptable conducts, including ICT-based ones.

The specific nature of cyberbullying may also warrant examining solutions that involve third parties,
who are not the victims or perpetrators of bullying, such as, for instance, Internet providers, social net-
works and search engines. Some countries are discussing the possibility of enhancing the accounta-
bility of these subjects for some types of serious offences committed by their users (D. Cave, 2019; A.
Guiton, 2019). It could be worthwhile to discuss whether these subjects should also be required to take
adequate and effective steps in case of aggressive conducts. Something that could also be examined is
the possibility for courts to order ICT providers or social networks to reasonably prevent and counter

161 For instance, citing the preparatory work of the Convention, the ILO Committee of Experts on the Application of Conventions
and Recommendations (CEACR) has recalled that the Discrimination (Employment and Occupation) Convention, 1958 (No.
111) applies to all workers, including the self-employed (ILO CEACR, 2012, pp. 307-308). See also Art. 2 Council Directive
2000/78/EC of 27 November 2000 establishing a general framework for equal treatment in employment and occupation.

162 See, for instance, articles 2 and 3, Decreto Legislativo 9 luglio 2003, n. 216 (ltaly).

163 Violence and Harassment Convention, 2019 (No. 190), Articles 2 and 12. An example of an OSH instrument that also cov-
ers the self-employed is the Australian Work Health and Safety Act 2011 (Section 7).

164 See COUNCIL RECOMMENDATION of 18 February 2003 concerning the improvement of the protection of the health and
safety at work of self-employed workers (2003/134/EC), available at:

https://eur-lex.europa.eu/legal-content/PL/TXT/?uri=CELEX:32003H0134 [Sept. 2019].
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unacceptable behaviours'® as well as preclude further unwanted contacts between the victims and
the perpetrators. Users should, in any case, have the means to unfriend, block or report bullies and
harassers on social networks (A. Fetters, 2018).

Finally, lawmakers may also promote collective agreements and binding internal policies aimed at
combating the phenomena of violence and harassment in the world of work, including through ICT.
These sources might also complement the employers’ general duties of care, and provide for bespoke
rights and responsibilities of workers, supervisors, and employers in a relevant sector or enterprise.

For social partners

Indeed, social partners seem willing to respond to the call. Collective agreements against violence and
harassment in the world of work at the national, sectoral and company level have notably been adopt-
ed also in light of the Autonomous Framework Agreement on Harassment and Violence at Work (Eu-
ropean Social Partners, 2011). The relevant national agreement in Denmark has led to a wide range of
lower-level agreements to tackle mobbing, harassment and sexual harassment at work, especially at
the company, municipal, and regional levels. A sectoral agreement exists in the telecommunications
industry in France that provides for measures to prevent harassment and clearly states that harass-
ment and violence are not allowed in enterprises. The agreement, furthermore, requires the employ-
er to be vigilant even in the absence of specific reporting from workers when certain indicators, such
as repeated personal conflicts, are present.’®® Deutsche Telekom concluded relevant company-level
agreements - “managers and employees are offered targeted possibilities to discuss problems, pre-
vent infringements and learn how to act adequately in the event of infringements. On the other side,
infringements are punished uncompromisingly” (European Social Partners, 2011, p. 25). Existing agree-
ments and policies against violence, harassment and bullying may also be assessed to make sure that
conducts occurring through ICT are adequately covered. For instance, the Multi-sectoral guidelines to
tackle third-party violence and harassment related to work explicitly state that “work-related third-par-
ty violence and harassment” could occur as “cyber-bullying/cyber-harassment through a wide range
of information and communication technologies (ICT)" (European Social Dialogue, 2011). Beyond what
lawmakers do, the social partners could, therefore, proceed with the negotiation of appropriate meas-
ures in the direction of what has been discussed so far (IBA Global Employment Institute, 2019, 66-
67). A prominent example in this respect is the Guidance on Eliminating Shipboard Harassment and
Bullying published in 2016 by the International Chamber of Shipping and the International Transport
Workers' Federation. This Guidance also suggests adopting company policies on bullying and harass-
ment that also tackle cyberbullying.'®”

165 For instance, see the conclusions of the Advocate General (AG) of the Court of Justice of the EU (CJEU), in the case
C-18/2018 Eva Glawischnig-Piesczek v Facebook Ireland Limited. The official press release of the Court points out that, ac-
cording to the AG: “Facebook can be ordered to seek and identify all comments identical to a defamatory comment that
has been found to be illegal, and equivalent comments in so far as the latter originate from the same user” (CJEU, 2019).
See also United States Court of Appeals, Fourth Circuit, 19 December 2018, 911 F.3d 674. A student-run feminist organi-
zation brought a sex discrimination claim against the University of Mary Washington. In order to assess the claim, the Court
applied a “substantial control analysis”, which made it consider whether the University had control over the harasser. The
contended behaviour was perpetrated “on Yik Yak, a now-defunct social media application. Yik Yak allowed its users with-
in a limited geographic range to create and view anonymous messages known as “Yaks”.” While applying this analysis, the
Court observed: “to the extent the University contends it was unable to control the harassers because the offending Yaks
were anonymous, we readily reject that proposition. The Complaint alleges that the University never sought to identify the
students who posted the offending messages on Yik Yak, even though some of those messages were facilitated by (i.e., post-
ed through the use of) UMW'’s network. Nor did the University ever ask Yik Yak to identify those users who had harassed
and threatened UMW students. The University cannot escape liability based on facially anonymous posts when, according
to the Complaint, UMW never sought to discern whether it could identify the harassers.”

%6 The Danish national agreement was signed by the Danish Working Environment Authority, the Employers’ Confederation
and LO-Trade Union Confederation, cited in J. Pillinger, 2017. The sectoral collective agreement in telecommunications
in France, against harassment and violence at work can be found online: harcélement et a la violence au travail dans la
branche des télécommunications, Available at: https://humapp.com/article_convention/accord-relatif-au-harcelement-et-a-
la-violence-au-travail/ [Sept. 2019].

167 The Guidance suggests to include a statement concerning cyberbullying in these policies and indicates that a “suitable
statement” could be: “Cyber bullying is the use of modern communication technologies to harass, embarrass, humiliate,
threaten, or intimidate an individual in an attempt to gain power and control over them. The use of the company’s com-
munication equipment for such purposes will be treated as a serious breach of the company code of conduct and result
in disciplinary action against perpetrators”. The Guidance is available at https://www.ics-shipping.org/docs/default-source/
Other-documents/guidance-on-eliminating-shipboard-harassment-and-bullying.pdf?sfvrsn=4. We are thankful, without im-
plicating him, to Victor Hugo Ricco for pointing this source to us.
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Trade unions and employers' organizations also play a role in addressing cyberbullying and encourag-
ing employers and workers to take preventive measures, to participate in training and to be aware of
the dangers connected to violence and harassment in the world of work and to the specific challenges
that technology poses in this respect. An interesting example in this domain is the “Code of practice
Online rights@work” drafted by UNI and P&MS, which provides that “the right of employees to use
enterprise communication facilities is subject to following conditions : Communication must be law-
ful and not include defamatory or libelous statements; Enterprise communication facilities shall not
be used as a means of sexually harassing, or spreading offensive comments meant to discriminate;
The employer can require a disclaimer when employees are communicating internally and externally
to the effect that the views expressed are those of the author alone and not those of the enterprise”
(UNI Global Union, 2000).

In this context, it is also crucial for workers’ data to be collected and processed through ICT with ade-
quate protection. The ILO Code of Practice on the protection of workers' personal data provides insight-
ful guidance in this respect (International Labour Office, 1997, § 2). In the EU, article 88 of the General
Data Protection Regulation (GDPR) also provides for a role of collective agreements in regulating the
processing of data to ensure the protection of the rights and freedoms of workers. Interesting initiatives
in this field have also been taken by social partners (see V. De Stefano, 2018; I. Armaroli et al., forth-
coming.) For instance, the Danish trade union 3F recently concluded a collective agreement to regulate
the terms and conditions of work of domestic workers whose activities are channelled through the la-
bour platform Hilfr.dk. The agreement also includes a provision for data protection, which may serve
as a blueprint for future collective bargaining concerning data protection as well as unacceptable be-
haviours. Firstly, the consent of the workers is needed to post their data on the platform, and this con-
sent should be specific and informed. Moreover, workers “may, at any time, request that derogatory,
false and offensive comments, pictures or characters be removed from [their] profile and other places
on the platform that can be associated and clearly attributed to [them].” This kind of request “cannot
adversely affect” the workers' “conditions of employment.”'®® This protection is crucial in ensuring that
workers are not penalized by negative or biased comments or feedbacks made by customers or oth-
er parties, something that can be extremely detrimental, particularly when algorithms are applied to
decide whether other jobs will be offered.

It has also been observed that, in some cases, workers who experience bullying have a